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CHANGES
TO
WISCONSIN RULES OF PROFESSIONAL CONDUCT

l. INTRODUCTION

A New Rules become effective January 1, 2017. Supreme Court approves
changes to black letter language.

B. Supreme Court approves changes to comments and addition of Wisconsin
Committee comments.

C. Changes are based upon amendment to ABA Model Rules that were made
for the purpose of addressing changes in the law practice including
extensive use of technology as part of representation.

D. Dissenting opinion opposes changes because of adoption of written
changes to Comments.

E. Two public hearings were held to address ABA Comment changes and
Professional Ethics Committee changes.

1. DEFINITIONS - SCR 20:1.0

A Rules acknowledge electronic communications as a way to document
action required in writing or pursuant to a written document.

B. Change reflects expanded means of communication between attorney and
client.

I11.  COMPETENCE -SCR 20:1.1

A Comment acknowledges that lawyer must keep abreast of changes relating
to the benefits and risks associated with relevant technology.

B. Comment adds language identifying requirements for lawyer making
decision to contract with another lawyer or jointly representing a client.

IV. COMMUNICATION WITH CLIENT -SCR 20:1.4

A Comment acknowledges that lawyer should promptly respond to or
acknowledge client communications.
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V. CONFIDENTIALITY - SCR 20:1.6

A. Change to black letter Rule that allows lawyer to reveal limited
information to detect and resolve conflicts of interest.

1. Disclosure of confidential information is allowed in any
circumstance where it is necessary to resolve a conflict question.

2. Information being disclosed may not compromise the attorney
client privilege or prejudice the client.

3. Wisconsin Committee Comment provides background for
language change different from Model Rule relating to resolution
of conflicts.

4. Comment indicates that disclosure of information regarding
conflict matters should be limited to identity of client and brief
summary of general issues involved.

B. Lawyer must take reasonable efforts to prevent the inadvertent or

unauthorized disclosure of information relating to the representation or the
unauthorized access to information.

1. Comment defines factors to show reasonable efforts to prevent
access or disclosure of client information.
a. The sensitivity of information;
b. The likelihood of disclosure if additional safeguards are not
employed,
C. The cost of implementing additional safeguards;
d. The difficulty of implementing the safeguards;
e. The extent to which the safeguards adversely affect the
lawyer’s ability to represent clients.
C. Comment also acknowledges that lawyer must discuss safeguards with

client and client may require special security measures.
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VI.  BUSINESS TRANSACTION WITH CLIENT - SCR 20:1.8

A. Wisconsin Comment clarifies that lawyer, when drafting legal documents
may not require or imply that lawyer’s services be used in relation to the
document.

VIl. COMMUNICATION WITH PROSPECTIVE CLIENT - SCR 20:1.18

A. Comment clarifies that person consulting with lawyer about possibility of
lawyer-client relationship is considered a prospective client.

1. Communications can be in any format.
B. Consultation occurs if lawyer requests or invites submission of
information about a potential representation and fails to notify client of

restrictions against creating client relationship.

C. Consultation does not arise if person responds to advertising that describes
lawyer’s background, experience and contact information.

D. Comment clarifies that a person who communicates with a lawyer for the
purpose of disqualifying the lawyer is not a prospective client.

VIIl. RESPECT FOR RIGHTS OF THIRD PERSONS - SCR 20:4.4
A Wisconsin Rule provides direction to lawyers when receiving a document

or electronically stored information and knows that information is
protected by the lawyer-client privilege or the attorney work product rule.

B. Lawyer must:
1. Immediately terminate review or use of the document;
2. Promptly notify the person sending the document or the person’s

attorney if required by Rules;

3. Abide by the person or lawyer’s instructions with respect to
disposition of the document until any court ruling can be obtained.

C. Comment identifies the different requirement under the Wisconsin Rule

compared to the ABA Model Rule and requires further caution and care
being exercised by the lawyer receiving protected information.
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D.

Metadata information may be considered attorney work product subject to
the requirement to contact the person or lawyer of person for instructions.

IX. RESPONSIBILITIES REGARDING NON-LAWYER
ASSISTANCE - SCR 20:5.3

A

Comment recognizes the use of non-lawyers outside of the firm to assist
the lawyer in providing representation and requires that lawyer make
reasonable efforts to ensure that services are provided in a professional
manner.

Comment requires lawyer to have specific measures in place to assure that
non-lawyers or contracted parties are complying with professional
obligations of the lawyer.

Comment recognizes obligation of lawyer will depend upon circumstances
such as:

1. The education, experience and reputation of the non-lawyer;

2. The nature of the services involved;

3. The terms of any arrangements concerning the protection of client
information;

4. The legal and ethical environments of the jurisdictions in which the

services will be performed especially as regards confidentiality.

Lawyer should communicate directions necessary to ensure that non-
lawyer complies with professional obligations of the lawyer.

Comment acknowledges that client may direct lawyer to use certain non-
lawyer services and it is important to determine who will monitor the
performance and professional conduct of the third party.

X. LIMITED LIABILITY LEGAL PRACTICE - SCR 20:5.7

A.

Language of Rule is amended to clarify that Rule applies to any lawyer
authorized to practice law in the State of Wisconsin.

Rule is amended to clarify that Rule applies to law firm where at least one
lawyer is licensed to practice law in Wisconsin and has an ownership
interest in the firm.
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XI.

XIl.

RESPONSIBILITIES REGARDING LAW-RELATED
SERVICES - SCR 20:5.8

A.

B.

New Rule created for Wisconsin based upon ABA Model Rule.

Rule provides that a lawyer who provides law-related services to a client
must comply with Rules of Professional Conduct if law-related services
are provided by lawyer in situation that is not distinct from the lawyer’s
provision of legal services or in circumstances where the lawyer fails to
take reasonable measures to assure that a person receiving the law-related
services knows that the services are not legal services of the lawyer.

1. Law-related services is defined as services that might reasonably
be performed in conjunction with or are related to the provision of
legal services and are not prohibited as the unauthorized practice of
law.

2. Comment requires lawyer to show that lawyer has taken
reasonable measures to communicate the understanding regarding
the law-related services.

ABA Comments regarding 20:5.8 — law-related services are included to
assist in interpretation of language.

Comment suggests that lawyer should take special care to keep separate
the provision of law-related services from the legal services provided by
the lawyer.

ADVERTISING - SCR 20:7.2

A

Comment clearly indicates that a communication from an individual
contains a recommendation about the lawyer if it endorses or vouches for
the lawyer’s credentials, abilities, competence, character or other
professional qualities.

Comment allows lawyer to pay others for generating client leads as long
as third party does not recommend the lawyer and there is no sharing of
fees with third party and communication from third party is not
misleading.

Lawyer may not pay a third party to generate contacts with prospective
clients if third party creates impression that it is recommending the lawyer
or is making the referral without payment from the lawyer.
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XIIl. SOLICITATION OF CLIENTS - SCR 20:7.3

A

Language clarifies that solicitation of clients could apply to any
circumstance.

Comment clarifies that communication by e-mail or other electronic
means that do not involve real-time contact and do not violate other rules
governing solicitation are permitted.

Comment describes a solicitation as a targeted communication initiated by
the lawyer that is directed to a specific person and that offers to provide or
can be understood as to provide legal services.

XIV. TRUST ACCOUNT RULE -SCR 20:1.15

A.

Rule change eliminates recordkeeping requirements and places them in
resource document prepared by Office of Lawyer Regulation.

Rule allows expanded use of electronic banking services for transfer of
funds between trust account and business account.

Rule allows use of electronic banking services provided lawyer uses
commercially-reasonable security measures and programs to ensure
protection of client funds.

1. In order to use electronic banking services, lawyer must create an
electronic banking trust account (or re-name credit card trust
account) and use such account for the receipt of electronically
transferred funds from client or other sources and then transferring
of funds to appropriate account.

Rebuttable presumption is created that lawyer has violated Trust Account
Rule if lawyer is unable to produce records showing the location and
status of funds or property held by the lawyer in trust for a client.

XV. CONCLUDING REMARKS

{W1585240.DOCX/1} 6



APPENDIX A

2016 WI 76
SUPREME COURT OF WISCONSIN

NOTICE
This order ia subject to further
editing and modificaticon, The
final wersion will appear in the
bound wvolume of the official
Teporta.

No. 15-03

In the Matter of the Petition for Amendments to FILED
Rules of Professional Conduct for Attorneys

JUL 21, 2016

Diana M. Fremgen
Clerk of Supreme Court
Madison, WI

Cn June 30, 2015, the State Bar of Wisconsin (State Bar), by
then-President Robkert R. Gagan, filed the rule petition on behalf of
the State Bar's Standing Committee on Professional Ethics.? The
petiticon asks the court to amend various sections of Chapter 20 of
the supreme court rules (Rules of Professional Conduct for
Attorneys).

The court discussed the petition at open rules conference on
November 16, 2015 and voted teo schedule two public hearings. A
letter to interested persons, seeking input, was sent on November 23,
2016. Comments were received from the Office of Lawyer Regulation

(OLR) on January 14, 2016, and from Attorney Dean Dietrich on

Wisconsin State Bar By-Laws reguire the Standing Committee on
Professional Ethics to consider the "Rules of Professional Conduct
for Attorneys" and recommend advisable changes, See Article IV, Section
3 of the Appendix to SCR Chapter 10.
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No. 15-03

December 28, 2015 and January 19, 2016, in support of the proposed
amendments.

The £first public hearing was held on Januvary 22, 2016, and
focused on proposed amendments that are identical to amendments made
by the American Bar Association to the Model Rules of Professicnal
Conduct (ABA Model Rules). State Bar President-Elect Francis W.
Deisinger presented the petition. Attorney Timethy J. Pierce, State
Bar Ethics Counsel, and Attorney Dean Dietrich also appeared and
provided testimony.

A second public hearing was held on February 23, 2016. This
hearing focused on proposed amendments not identical to or included
in changes to the ABA Model Rules. Attorney Timothy J. Plerce
presented the matter to the court. William McKinley, Vice Chair,
State Bar Standing Committee on Professional Ethics, testified in
support of the petition. The court discussed the matter at an open
administrative rules conference on April 13, 2016 and again on May
12, and woted 6 to 1 to adopt the proposed amendments. Justice
Shirley S. Abrahamson did not wote in support of the petition. She
stated that she favored additional review of the proposed changes by
a committee charged with reviewing the supreme court rules in their
entirety and noted that the appendix to the petition filed by the
State Bar includes some additional helpful background information
that may be of use to practitioners. Therefore,

IT IS ORDERED that, effective January 1, 2017:

SecrIoNn 1. 20:1.0(g) of the Supreme Court Rules is amended to

read:
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No. 15-03

20:1.0(g) "Writing" or "written" denoctes a tangible or
electronic record of a communication or representation, including
handwriting, typewriting, printing, photostating, photography, audio

or video recording, and e—maid electronic communications. & "signed"

writing includes an electronic sound, symbol, or process attached to
or logically associated with a writing and executed or adopted by a
person with the intent to sign the writing.

SeEcTION 2. ABA Comment [9] to 20:1.0 of the Supreme Court Rules
is amended to read:

(9] The purpose of screening is to assure the affected parties
that confidential information known by the personally disqualified
lawyer remains protected. The personally disqualified lawyer should
acknowledge the obligation neot te communicate with any of the other
lawyers in the firm with respect to the matter. Similarly, other
lawyers in the firm who are working on the matter should be informed
that the screening is in place and that thay may not communicate with
the personally disqualified lawyer with respect to the matter.
Additional screening measures that are appropriate for the particular
matter will depend on the circumstances. To implement, reinforce, and
remind all affected lawyers of the presence of the screening, it may
be appropriate for the firm to undertake such procedures as a written
undertaking by the screened lawyer to aveoid any communication with
other firm personnel and any contact with any firm files or other

materials information, including information in electronic form,

relating to the matter, written notice and instructions to all other
firm personnel forbidding any communication with the screened lawyer

relating to the matter, denial of access by the =acreened lawyer to
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No. 15-03

firm files or other materials informaticon, including information in

electronic form, relating to the matter and periodic reminders of the

screen to the screened lawyer and all other firm personnel.

SECTION 3. BBA Comment [6] to 20:1.1 of the Supreme Court Rules
is renumbered as ABA Comment [B] and amended to read:

Maintaining Compatence

+61 [8] To maintain the requisite knowledge and skill, a lawyer
should keep abreast of changes in the law and its practice, including

the benefits and risks associated with relevant technology, engage in

continuing study and education and comply with all continuing legal
education requirements to which the lawyer is subject.

SEcTION 4. ABAR Comments [6] and [7] to 20:1.1 of the Supreme
Court Rules are created to read:

Retaining or Contracting With Other Lawyers

[6] Before a lawyer retains or contracts with other lawyers
cutside the lawyer's own firm to provide or assist in the provision
of legal services to a client, the lawyer should ordinarily obtain
informed consent from the client and must reasonably believe that the

other lawyers' services will contribute to the competent and ethical

representation of the client. See also Rules 1.2 (allocation of
authority), 1.4 (communication with c¢lient), 1.5(e) (fee sharing),
1.6 (confidentiality), and 5.5(a) (unauthorized practice of law). The

reazonableness of the decision to retain or contract with other
lawyers outside the lawyer's own firm will depend upon the
circumstances, including the education, experience and reputation of
the nonfirm lawyers; the nature of the services assigned to the

nonfirm lawyers; and the legal protections, professional conduct
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No., 15-03

rules, and ethical environments of the Jurisdicticns in which the
services will be performed, particularly relating to confidential
information.

[7] When lawyers from more than one law firm are providing legal
services to the client on a particular matter, the lawyers ordinarily
should consult with each other and the client about the scope of
thelr respective representations and the allccation of responsibility
among them. See Rule 1.2. When making allccaticons of responsibility
in a matter pending before a tribunal, lawyers and parties may have
additional obligations that are a matter of law beyond the scope of
these Rules.

SecTION 5. ABA Comment [4] to 20:1.4 of the Supreme Court Rules
is amended to read:

[4] A lawyer's regular communication with clients will minimize
the occasions on which a c¢lient will need to reguest information
concerning the representation. When a eclient makes a reasonable
request for information, however, paragraph (a)(4) requires prompt
compliance with the request, or 1f a prompt response is not feasible,
that the lawyer, or a member of the lawyer's staff, acknowledge
receipt of the request and advise the client when a response may be

expected.

aekaewtedgeds A lawyer should promptly respond to or acknowledge

client communicatigns.

SEcTION 6. 20:1.6(c){4) of the Supreme Ccourt Rules is amended to
read:

20:1.6(c)(4) to establish a claim or defense on behalf of the
lawyer in a controversy between the lawyer and the client, to

5
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No. 15-03

establish a defense to a criminal charge or civil claim against the
lawyer based upon conduct in which the c¢lient was involved, or to
respond to allegations in any proceeding concerning the lawyer's
representation of the client; e+

SeerIon 7. 20:1.6(c) {(5) of the Supreme Court Rules is amended to
read!:

20:1.6(c) (5) to comply with other law or a court order+; or

Sectron 8. 20:1.6(c) (6} of the Supreme Court Rules is created to

read:

20:1.6(c) (6) to detect and resclve conflicts of interest, but
only if the revealed information would not compromise the attorney-
client privilege or ctherwise prejudice the client.

SECTION 9. 20:1.6(d) of the Supreme Court Rules is created to
read:

20:1.6(d) A lawyer shall make reasonable efforts to prevent the
inadvertent cor unauthorized disclosure cof, or unaunthorized access to,
information relating to the representation of a client.

SEcTION 10. A Wisconsin Committee Comment to 20:1.6(c) of the
Supreme Court Rules is created to read:

WISCONSIN COMMITTEE COMMENT

Paragraph (c)(6) differs from its counterpart, Model Rule
1.6(k) (7). Unlike its counterpart, paragraph {(c) (6} is not limited to
detecting and resolving confliects arising from the lawyer's change in
employment or from changes in the composition or ownership of a firm.
Paragraph (c)(6), like its counterpart, recognizes that in certain

circumstances, lawyers in different firms may need +to disclose
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No. 15-03

considered in determining the reasonableness of the lawyer's efforts

include, but are not limited te, the sensitivity of the information,

the likelihood of disclosure if additional safeguards are not

emploved,; the cost of employing additional safeguards, the difficulty

of implementing the safegquards, and the extent to which the

safeguards adversely affect the lawyer's ability to represent clients

(e.g., by making a device or important piece of software excessively

difficult te use). A client may regquire the lawyer to Iimpleméent

special security measures not required by this Rule or may give

informed consent to forgo security measures that would otherwise be

reguired by this Rule, Whether a lawyer may be required to take

additional steps to safeguard a client's information in order to

comply with othex law, such as state and federal laws that govern

data privacy or that impose notification requirements upon the loss

of, or unauthorized access to, electronic information, is bevond the

scope of these Rules. For a lawyer's duties when sharing information

with nonlawyers outside the lawyer's own firm, see Rule 5.3, Comments

[31-[41.

+[19] When transmitting a communication that includes
information relating to the representation of a client, the lawyer
must take reasonable precautions to prevent the information from
coming into the hands of unintended recipients. This duty, however,
does not reguire that the lawyer use special security measures if the
method of communication affords a reasonable expectation of privacy.
Special circumstances, however, may warrant special precautions.
Factors to be considered in determining the reasonableness of the

lawyer's expectation of confidentiality include the sensitivity of
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the i1nformation and the extent to which the privacy of the
communication is protected by law or by a confidentiality agreement.
A client may require the lawyer tc implement special security
measures not regquired by this Rule or may give informed consent to
the use of a means of communication that would otherwise be

prohibited by this Rule. Whether a lawyer may be required to take

additional steps in order to comply with other law, such as state and

federal laws that govern data privacy, is beyvond the scope of these

Rules,

SeCTION 12. ABA Comments ([13] and [14] to 20:1.6 of the Supreme
Court Rules are created to read:

[13] Paragraph (b)(7) recognizes that lawyers in different firms
may need to disclose limited information to each other to detect and
resolve conflicts of interest, such as when a lawyer is considering
an association with ancother firm, two or more firms are considering a
merger, or a lawyer is considering the purchase of a law practice.
See Rule 1.17, Comment [7]. Under these circumstances, lawyers and
law firms are permitted to disclose limited informaticn, but only
once substantive discussions regarding the new relationship have
occurred, Any such disclosure should crdinarily include no more than
the identity of the persons and entities involved in a matter, a
brief summary ¢f the general issues involved, and information about
whether the matter has terminated. Even this limited information,
however, should be disclosed only to the extent reasonably necessary
to detect and resoclve conflicts of interest that might arise from the
possible new relationship. Moreover, the disclosure of any

information is prohibited if it would compromise the attorney-client
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privilege or otherwise prejudice the client (e.g., the fact that a
corporate client is seeking advice on a corporate takeover that has
not been publicly anncunced; that a person has consulted a lawyer
about the possibility of divorce before the person's intentions are
known to the person's spouse; or that a person has consulted a lawyer
about a criminal investigation that has not led to a publie charge).
Under those circumstances, paragraph (a) prohibits disclosure unless
the client or former client gives informed consent. A lawyer's
fiduciary duty to the lawyer's firm may also govern a lawyer's
conduct when exploring an association with another firm and is beyond
the scope of these Rules.

[14] Any information disclosed pursuant to paragraph (b)(7) may
and resolve conflicts of interest. Paragraph (b)(7) does not
restrict the use of information acquired by means independent of any
disclosure pursuant toe paragraph (b)) (7). Paragraph (b)(7) also does
not affect the disclesure of informatioen within a law firm when the
disclosure is otherwise authorized, see Comment [5]), such as when a
lawyer in a firm discloses information to another lawyer in the same
firm to detect and resolve conflicts of interest that could arise in
connection with undertaking a new representation.

Secrion 13. A Wisconsin Committee Comment to 20:1.8 of the
Supreme Court Rules is created to read:

WISCONSIN COMMITTEE COMMENT

ABA Comment [8] states that Model Rule 1.8 "does not prohibit a

lawyer from seeking to have the lawyer or partner or associate of the

lawyer named as executor of the client's estate or to another
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Nex.  15=03

potentially lucrative fiduciary position.” This language is
inconsistent with SCR 20:7.3(e), which prohibits a lawyer, at his or
her instance, from drafting legal documents, such as wills or trust
instruments, which require or imply that the lawyer's services be
used in relation to that document. For this reason, ABA Comment [8]
is inapplicable.

SecrroN 14. ABA Comment [7] to 20:1.17 ¢f the Supreme Court Rules
is amended to read:

Client Confidences, Consent and Notice

[7] Negotiations between seller and prospective purchaser prior
to disclosure of information relating to a specific representation of
an identifiable client no more viclate the confidentiality provisions
of Model Rule 1.6 than do preliminary discussions concerning the
possible aassociation of another lawyer or mergers between firms, with

respect to which client consent is not regquired. See Rule 1.6(b) (7).

Praoviding the purchaser access to eldent—speaidfie —information

relating to the representation, amrd—te—such as the client's file,

however, requires client consent. The Rule prowvides that before such
information can be disclosed by the seller to the purchaser the
client must be given actual written notice of the contemplated sale,
including the identity of the purchaser, and must be told that the
decision to consent or make other arrangements must be made within 90
days. If nothing is heard from the client within that time, consent
to the sale is presumed.

Secrion 15. 20:1.18¢(a) and (b) of the Supreme Court Rules are

amended to read:
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No. 15-03

submission of information about a potential representation without

clear and reasonably understandable WArnings and cautionary

statements that limit the lawyer's obligations, and a person provides

information in respense., See also Comment [4]. In contrast, a

consultation does not occur if a person provides information to a

lawyer in response to advertising that merely describes the lawyer's

education, experience, areas of practice, and contact information, or

provides legal information of <general interest. A—persen—who

eommreartes—Such a person communicates information unilaterally to a

lawyer, without any reasonable expectation that the lawyer is willing
to discuss the possibkbility of forming a client-lawyer relationship,
and is thus not a "prospective client." within—the—meaning—of

parageeph—a—Moreover, a person who communicates with a lawyer for

the purpose of disqualifying the lawyer is not a "prospective

client.”

[4] In order to aveid acguiring disqualifying information from a
prospective client, a lawyer considering whether or not to undertake
a new matter should limit the ilnitial imterview—consultation to only
such information as reasonably appears necessary for that purpose.
Where the information indicates that a conflict of interest or other
reason for nonrepresentation exists, the lawyer should so inform the
prospective client or decline the representaticon. If the prospective
client wishes to retain the lawyer, and if consent is possible under
FRule 1.7, then consent from all affected present or former clients

must be obtained before accepting the representation.
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No. 15-03

[5] A lawyer may condition eemversatiens—a consultation with a

prospective client on the person's informed consent that no
information disclosed during the consultation will prohibit the
lawyer from representing a different client in the matter. See Rule
1.0(e) for the definition of informed consent. If the agreement
expressly so provides, the prospective client may alsc consent to the
lawyer's subsequent use of information received from the prospective
client.

SEcTION 17. 20:4.4(b) of the Supreme Court Rules is amendsd to
read:

20:4.4(b) A lawyer who receives a document or electronically

stored information relating to the representation of the lawyer's

client and knows or reasonably should know that the document or

electronically stored information was inadvertently sent shall

promptly notify the sender.

SeEcTION 1B. 20:4.4(c) of the Supreme Court Rules is created to
read:

20:4.4(c) A lawyer who receives a document or electronically
stored information relating to the representation of the lawyer's
client and knows or reasonably should know that the document or
electronically stored information contains information protected by
the lawyer-client privilege or the work product rule and has been
disclosed to the lawyer inadvertently shall:

(1) immediately terminate review or use of the document or

electronically stored information;
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No, 15-03

(2) promptly notify the person or the person's lawyer if
communication with the person is prohibited by SCR 20:4.2 of the
inadvertent disclosure; and

(3) abide by that perscon's or lawyer's instructions with respect
to disposition of the document or electronically stored information
until obtaining a definitive ruling on the proper disposition from a
court with appropriate jurisdiction.

Secrron 19. A Wisconsin Committee Comment to 20:4.4 of the
Supreme Court Rules is created to read:

WISCONSIN COMMITTEE COMMENT

This Rule, unlike its Model Rule counterpart, contains paragraph
(c}, which specifically applies to information protected by the
lawyer—client privilege and the work product rule., If a lawyer knows
that the document or electronically stored information contains
information protected by the lawyer-client privilege or the work
product rule and has been disclosed to the lawyer inadvertently, then
this Rule requires the lawyer to immediately terminate review or use
of the document or electronically stored information, promptly notify
the person or the person's lawyer if communication with the person is
prohibited by SCR 20:4.2 of the inadvertent disclosure, and abide by
that person's or lawyer's instructions with respect to disposition of
the document or electronically stored information until obtaining a
definitive ruling on the proper disposition from a court with
appropriate jurisdiction.

Due to substantive and numbering differences, special care

should be taken in consulting the ABA Comment.
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SecTION 20. ABA Comments [2] and [3] to 20:4.4 of the Supreme
Court Rules are amended to read:

[2] Paragraph (b) recognizes that lawyers sometimes receive a

documents# or electronically stered information that —we=e—was
mistakenly sent or produced by opposing parties or their lawyers, A

document or electronically stored information is inadvertently sent

when it is accidently transmitted, such as when an email or letter is

misaddressed or a document or electronically stored information is

accidentally included with information that WA S intentionally

transmitted. If a lawyer knows or reasconably should know that such a

document or electronically stored information was sent inadvertently,

then this Rule regquires the lawyer to promptly notify the sender in
order to permit that person to take protective measures. Whether the
lawyer is required to take additiconal steps, such as returning the

original document o¢r electronically stored informaticon, 1is a matter

of law beyond the scope of these Rules, as 1s the qguestion of whether

the privileged status of a document or electronically stored

information has been waived. Similarly, this Rule does not address
the 1legal duties of a lawyer who receives a document or

electronically stored information that the lawyer knows or reasonably

should know may have been wrengfedly—inappropriately obtained by the

sending person. For purposes of this Rule, "document or

electronically stored information"™ includes, in addition to paper

documents, email or other forms of electronically stored information,

including embedded data (commonly referred to as "metadata"), that is

e—imait—er—eother olecebrenie—modes—saf transmissien subject to being

read or put into readabkle form, Metadata in electronic documents
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creates an obligation under this Rule only if the receiving lawyer

knows or reasonably should know that the metadata was inadvertently

sent to the receiving lawyer.

[3] Some lawyers may choose to return a document cor delete

electronically stored information wunread, for example, when the

lawyer learns before receiving #&he—deeument—it that it was
inadvertently sent—te—the—wreng—address. Where a lawyer is not
required by applicakle law to do so, the decision to wvoluntarily

return such a document or delete electronically stored information is

a matter of profeasional judgment ordinarily reserved to the lawyer.
See Rules 1.2 and 1.4.

Secrion 21. 20:5.3 (title) of the Supreme Court Rules is amended

to read:

20:5.3 Responsibilities regarding nonlawyer assistants
assistance

SECTION 22. ABA Comments [1] and [2] to 20:5.3 of the Supreme
Court Rules are renumbered in the reverse. Renumbered ABA Comment

[1] is further amended to read:
+23[1] Paragraph (a) regquires lawyers with managerial authority
within a law firm to make reasonable efforts teo—establicsh—Sreernat

to ensure that the firm

has in effect measures giving reasonable assurance that nonlawyers in

the firm and nonlawyers outside the firm who work on firm matters

witl—act in & way compatible with—theRules—ef PrefessienalCenduet

with the professional cobligations ©f the lawyer, 3See Comment [&] to

Rule 1.1 {(retaining lawyers outside the firm) and Comment [l] to Rule

5.1 (responsibilities with reapect to lawyers within a firm).
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Paragraph (k) applies to lawyers who have supervisory authority over

the—werk—sf anenlawyesr+- such nonlawyers within or cutside the firm.

Paragraph (c) specifies the circumstances in which a lawyer is

regponsible for the conduct of a—senlawper —such nonlawyers inside or

gutside the firm that would be a wviclation of the Rules of

Professional Conduct if engaged in by a lawyer.

Secrion 23. ABAR Comments [3] and [4] to 20:5.3 of the Supreme
Court Rules are created to read:

[3] A lawyer may use nonlawyers outside the firm to assist the
lawyer in rendering legal services to the client. Examples include
the retention of an investigative or paraprofessional service, hiring
a document management company to create and maintain a database for
complexr litigation, sending client documents to a third party for
printing or scanning, and using an Internet-based service to store
client information. When using such services outside the firm, a
lawyer must make reasonable efforts to ensure that the services are
provided in a manner that is compatible with the lawyer's
professional obligations. The extent of this obligation will depend
upon the circumstances, including the education, experience and
reputation of the nonlawyer; the nature of the services invelved; the
terms of any arrangements concerning the protection of client
information; and the legal and ethical environments of the
jurisdictions in which the services will be performed, particularly
with regard to confidentiality. See also Rules 1.1 (competence), 1.2
(allocation ¢f authority), 1.4 (communication with client), 1.6
(confidentiality), 5.4(a) (professional independence of the lawyer),

and 5.5(a} {unauthorized practice of law). When retaining or
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[1] A lawyer may practice law only in a Jjurisdiction in which
the lawyer is authorized to practice. A lawyer may be admitted to
practice law in a Jjurisdiction on a regular basis or may be
authorized by court rule or order or by law to practice for a limited
purpose or on a restricted basis. Paragraph {a) applies to
unauthorized practice of law by a lawyer, whether through the
lawyer's direct action or by the lawyer assisting another person. For

example, a lawyer may not assist a person in practicing law in

violation of the rules governing professional conduct in that

person's jurisdiction.

[4] Other than as authorized by law or this Rule, a lawyer who
is not admitted to practice generally in this jurisdiction wvioclates
paragraph (b){l) if the lawyer establishes an office or other
systematic and continucus presence in this jurisdiction feor the
practice of law. Presence may be systematic and continuous even if
the lawyer is not physically present here., Such a lawyer must not
hold out to the pubkblic or otherwise represent that the lawyer is
admitted to practice law in this jurisdiction. See also Rules 7.1(a)
and 7.5(b).

(18] Paragraph (d){2) recognizes that a lawyer may provide
legal services in a jurisdiction in which the lawyer is not licensed
when authorized to do so0o by federal or other law, which includes
statute, court rule, executive regulation or Jjudicial precedent. See,

e.g., The ABA Model Rule on Practice Pending Admission.

[21] Paragraphs ({(c) and (d) do not authorize communications

advertising legal services B e this

jurisdiction by lawyers who are admitted to practice in other
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jurisdictions. Whether and  how lawyers may communicate the
availability of their services +e—prespeetive—elienks—in this
jurisdiction is governed by Rules 7.1 to 7.5.

Secrion 26. 20:5.7(a)(l) of the Supreme Court Rules is amended to
read:

20:5.7(a) (1) A lawyer may be a member of a law firm that is
organized as a limited liability organization solely to render
professional legal services under the laws of this state, including
chs. 178 and 183 and subch. XIX of ch. 180. The lawyer may practice
in or as a limited liability organization if the lawyer is otherwise
+Heeased—authorized to practice law in this state and the
organization is registered under sub. (b).

SectIoN 27. 20:5.7{(d) of the Supreme Court Rules is amended to
read:

20:5.7(d) A law firm that is organized as a limited liability
organization under the laws of any other state or Jjurisdiction or of
the United States solely for the purpose of rendering professicnal
legal services that is authorized to do business in Wisconsin and
that has & at least one lawyer licensed to practice law in Wisconsin

and who alsc has an ownership interest in the firm may register under

this rule by complying with the provisions of sub. (b).
SectioN 28. 20:5.8 of the Supreme Court Rules is created to read:
20:5.8 Responsibilities Regarding Law-Related Services
(a}) A lawyer shall be subject to the Rules of Professional
Conduct with respect to the provision of law-related services, as

defined in paragraph (b), if the law-related services are provided:
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(1) by the lawyer in circumstances that are not distinct £from
the lawyer's provision of legal services to clients; or

{2) in other circumstances by an entity controlled by the lawyer
individually or with others if the lawyer fails to take reasonable
measures to assure that a persen obtaining the law-related services
knows that the services are not 1legal services and that the
protections of the client-lawyer relationship do not exist.

(b} The term "law-related services" denotes services that might
reasonably be performed in conjunction with and in substance are
related to the provision of 1legal services, and that are not
prohibited as unauthorized practice of law when provided by a
nonlawyer.

SecTIOoN 29. ABA Comments [1] through [11] to 20:5.8 are created
to read:

(1] When a lawyer performs law-related services or controls an
organization that does so, there exists the potential for ethical
problems. Principal among these is the possibility that the person
for whom the law-related services are performed fails to understand
that the services may not carry with them the protections normally
afforded as part of the client-lawyer relationship. The recipient of
the law-related services may expect, for example, that the protection
of client confidences, prohibitions against representation of persons
with conflicting interests, and obligations of a lawyer to maintain
professional independence apply to the provision of law-related
services when that may not be the case.

[2] Rule 5.7 applies to the provision of law-related services by

a lawyer ewven when the lawyer does not provide any legal services to
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legal services and that the Rules of Professional Conduct that relate
to the client-lawyer relationship do not apply. A lawyer's contrgl of
an entity extends to the ability to direct its operation. Whether a
lawyer has such control will depend upon the circumstances of the
particular case.

[5] When a client-lawyer relationship exists with a person who
is referred by a lawyer to a separate law-related service entity
controlled by the lawyer, individually or with others, the lawyer
must comply with Rule 1.8(a}).

[6] In taking the reasonable measures referred te in paragraph
{a) (2) to assure that a person using law-related services understands
the practical effect or significance of the inapplicability of the
Rules of Professional Conduct, the lawyer should communicate to the
person receliving the law-related services, in a manner sufficient to
assure that the person understands the significance of the fact, that
the relationship of the person to the business entity will not he a
client-lawyer relationship. The communicaticon should be made before
entering into an agreement for provision of or providing law-related
services, and preferably should be in writing.

[7] The burden is upon the lawyer to show that the lawyer has
taken reasonable measures under the circumstances to communicate the
desired understanding. For instance, a sophisticated user of law-
related services, such as a publicly held corporation, may require a
lesser explanation than someone unaccustomed to making distinctions
between legal services and law-related services, such as an
individual seeking tax advice from a lawyer—-accountant or

investigative services in connection with a lawsuit.
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[8] Regardless of the sophistication of potential recipients of
law-related services, a lawyer should take special care to keep
separate the provision of law-related and legal services in order to
minimize the risk that the recipient will assume that the law-related
services are legal services. The risk of such confusion is especially
acute when the lawyer renders both types of services with respect to
the same matter. Under some circumstances the legal and law-related
services may be so closely entwined that they cannot be distinguished
from each other, and the requirement of disclosure and consultation
imposed by paragraph (a)(2) of the Rule cannot be met. In such a case
& lawyer will be responsible for assuring that both the lawyer's
conduct and, to the extent required by Rule 5.3, that of nonlawyer
employees in the distinct entity that the lawyer controls complies in
all respects with the Rules of Professional Conduct.

[3] A broad range of economic and other interests of clients may
be served by lawyers engaging in the delivery of law-related
services. Examples of law-related services include providing title
insurance, financial planning, accounting, trust services, real
estate counseling, legislative lobbying, economic analysis, social
work, psychological counseling, tax preparation, and patent, medical
or environmental consulting.

(10] When a lawyer is obliged to accord the recipients of such
services the protections of those Rules that apply to the client-
lawyer relationship, the lawyer must take special care to heed the
proscriptions of the Rules addressing conflict of interest {(Rules 1.7
through 1.11, especially Rules 1.7(a)(2) and 1l.8(a), (b) and (f)},

and to scrupulously adhere to the requirements of Rule 1.6 relating
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to disclosure of confidential information. The promotion of the law—
related services must also in all respects comply with Rules 7.1
through 7.3, dealing with advertising and solicitation. In that
regard, lawyers should take special care to identify the obligations
that may be imposed as a result of a jurisdiction's decisional law.

[11] When the full protections of all of +the Rules of
Professional Conduct do not apply to the provision of law-related
services, principles of law external to the Rules, for example, the
law of principal and agent, govern the legal duties owed to those
receiving the services. Those other legal principles may establish a
different degree of protection for the recipient with respect to
confidentiality of information, conflicts of interest and permissible
business relationships with clients. See alsc Rule 8.4 (Misconduct).

Sgcrion 30. ABA Comment [3] to 20:7.1 of the Supreme Court Rules
is amended to read:

3] An advertisement that truthfully reports a lawyer's
achievements on behalf of clients or former clients may be misleading
if presented so as to lead a reasonable person to form an unjustified
expectation that the same results could be obtained for other clients
in similar matters without reference to the specific factual and
legal circumstances of each client's case. Similarly, an
unsubstantiated comparison of the lawyer's services or fees with the
services or fees of other lawyers may be misleading if presented with
such specificity as would lead a reasonable person to conclude that
the comparison can be substantiated. The inclusion of an appropriate

disclaimer or gqualifying language may preclude a finding that a
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statement is likely to create unjustified expectations or otherwise

mislead a—prespeetive—elient the public.
SecTion 31. ABA Comments (1], [2], [3), [5), (6], and [7]) to

20:7.2 of the Supreme Court Rules are amended to read:

[1) To assist the public in learning about and obtaining legal

services, lawyers should be allowed to make known their services not
only through reputation but also through organized information
campaigns in the form of advertising. Advertising involves an active
gquest for clients, contrary to the tradition that a lawyer should not
seek clientele. However, the pubklic's need to know about legal
services can be fulfilled in part through advertising. This need is
particularly acute in the case of persons of moderate means who have
not made extensive use of legal services. The interest in expanding
public infeormation about legal services ought to prevail over
considerations of tradition., Nevertheless, advertising by lawyers
entails the risk of practices that are misleading or overreaching.

[2}]  This PRule permits public dissemination of infeormation

concerning a lawyer's name or firm name, address email address
' ’

website, and telephone number; the kinds of services the lawyer will
undertake; the basis on which the lawyer's fees are determined,
including prices for specific services and payment and credit
arrangements; a lawyer's foreign language ability; names of
references and, with their consent, names of clients regularly
represented; and other information that might invite the attention of
those seeking legal assistance.

[3) Questions of effectiveness and taste in advertising are

matters of speculation and subjective judgment. Some Jjurisdictions
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have had extensive prohibitions against television and other forms of

advertising, against advertising going beyond specified facts about a
lawyer, or against "undignified” advertising. Television, the

Internet, and other forms of electronic communication are &e—fow—ene

ameng ef—the most powerful media for getting information to the
public, particularly persons of low and meoderate income; prohibiting
television advertising, therefore, would impeade the flow of
information about legal services to many sectors of the public.
Limiting the information that may be advertised has a similar effect
and assumes that the bar can accurately forecast the kind of

information that the public would regard as relevant. Similariyr

elecktronie—mail ds—permitted by +this Ruler But see Rule 7.3(a) for

the prohibition against #ke a solicitation ef—a—prespeetive—elicnt

through a real-time electronic exchange initiated by the lawver #hat

i e ik vt} y Lient.

[5] Except as permitted wunder paragraphs (b)({1l)-(4), lawyers

Lawyers—are not permitted to pay others for shasmeling—prefessienal

wesk  recommending the lawyer's sarvices or for channeling

professicnal werk in a manner that vieclates Rule 7.3. A communication

contains a recommendation if it endorses or vouches for a lawyer's

credentials, abilities, competence, character, or other professional

gqualities. Paragraph (b} (1), however, allows a lawyer to pay for
advertising and communications permitted by this Rule, including the
costs of print directory listings, on-line directory listings,

newspaper ads, television and radio airtime, domain-name
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registrations, sponsorship fees, Bommer— —ads Internet-based

advertisements, and group advertising. A lawyer may compensate

employees, agents and vendors who are engaged to provide marketing or
client-development services, such as publicists, public-relations
personnel, business-development staff and website designers.

Moreover, a lawyer may pay others for generating client leads, such

as Internet-based client leads, as long as the lead generator does

not recommend the lawyer, any payment to the lead generator is

consistent with Rules 1.5(e) (division of fees) and 5.4 (professiocnal

independence of the lawyer), and the lead generator's communications

are consistent with Rule 7.1 (communications concerning a lawyer's

services). To comply with Rule 7.1, a lawyer must not pay a lead

generator that states implies, or creates a reasconable impression
ra

that it is recommending the lawyer, is making the referral without

payment from the lawyer, or has analyzed a person's legal problems

when determining which lawyer should receive the referral. See also

Rule 5.3 fer—the (duties of lawyers and law firms with respect to the
conduct of nonlawyers); Rule 8.4(a) (duty to avoid violating the

Rules through the acts of another)—whe prepare—marketing materials

[6] A lawyer may pay the usual charges of a legal service plan
or a not-for-profit or gqualified lawyer referral service. A legal
service plan is a prepaid or group legal service plan or a similar
delivery system that assists prespeetive—elients people who sesk to

secure legal representaticon. A lawyer referral service, on the other

hand, is any organization that holds itself out to the public as a

lawyer referral service. Such referral services are understood by
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taypersers—the public to be consumer-oriented organizations that

provide unbiased referrals to lawyers with appropriate experience in
the subject matter of the representation and afford other client
protections, such as complaint procedures or malpractice insurance
requirements. Conseguently, this Rule only permits a lawyer to pay
the usual charges of a not-for-profit or qualified lawyer referral
service. A qualified lawyer referral service is one that is approved
by an appropriate regulatory authority as affording adeguate
protections for prespeetive—elients the public. See, e.g., the
American Bar Asscciaticn's Model Supreme Court Rules Governing Lawyer
Referral Services and Model Lawyer Referral and Information Service
Quality Assurance Act (requiring that organizations +that are
identified as lawyer referral services (i) permit the participation
of all lawyers who are licensed and eligible te¢ practice in the
jurisdiction and who meet reasonable objective =eligibility
requirements as may be established by the referral service for the
protection of prespeetive—elients the public; (ii) require each
participating lawyer to carry reasonably adequate malpractice
insurance; (iii) act reasonably to assess client satisfaction and

address client complaints; and (iv) do not sefer prespeetive—elients

make referrals to lawyers who own, operate or are employed by the

referral service.)

[7] A lawyer who accepts assignments or referrals from a legal
service plan or referrals from a lawyer referral service must act
reasonably to assure that the activities of the plan or service are
compatible with the lawyer's professional obligations. See Rule 5.3.

Legal service plans and lawyer referral services may communicate with
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prespeetive—eldents the public, but such communication must bhe in
conformity with these Rules. Thus, advertising must not be false or
misleading, as would be the case if the communications of a group
advertising program or a group legal services plan would mislead
prespeetive—elients the public to think that it was a lawyer referral
service sponsored by a state agency or bar association. Nor could the
lawyer allow in-person, telephonic, or real-time contacts that would
violate Rule 7.3.

Sectron 32. 20:7.3 of the Supreme Court Rules is amended to read:

20:7.3 PDireet—eceontact—with—prespeetive-Solicitation of clients

(a) A lawyer shall not by in-person or live telephone or real-

time electronic contact solicit professional employment £rem—a
prespeetive—etient—when a significant motive for the lawyer's doing
so is the lawyer's pecuniary gain, unless the person contacted:

(1) is a lawyer; or

(2) has a family, close ©personal, or prior professional
relationship with the lawyer.

{b) A lawyer shall not solicit professional employment $£rem—a
proespeebive—elient by written, recorded, or electronic communication
or by in-person, telephone, or real-time electronic contact even when
not otherwise prohibited by par. (a), if:

(1) the lawyer knows or reasonably should know that the
physical, emotional, or mental state of the person makes it unlikely
that the person would exercise reasonable judgment in employing a
lawyer; or

(2) the prespeetive—-elient—target of solicitation has made known

to the lawyer a desire not to be solicited by the lawyer; or
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{3) the solicitation involwves coercion, duress, or harassment.

{(c) Every written, recorded, or electronic communication from a
lawyer soliciting professicnal empleyment from a—prespeetive—ealiends
anyone known to be in need of legal services in a particular matter
shall include the words "Advertising Material" on the outside
envelope, if any, and at the Dbeginning and ending of any printed,
recorded, or electronic c¢ommunication, unless the recipient of the
communication is a person specified in pars. f{a){l} or {a){(2), and a
copy of it shall be filed with the office of lawyer regulation within
five days of its dissemination.

(d} Notwithstanding the prohibitions in par. {a), a lawyer may
participate with a prepaid or group legal service plan operated by an
organization not owned or directed by the lawyer that uses in-person
or telephone contact to solicit memberships or subscriptions for the
plan from persons who are not known to need legal services in a
particular matter covered by the plan.

(e) Except as permitted under SCR 11.06, a lawyer, at his or her
instance, shall not draft 1legal documents, such as wills, trust
instruments, or contracts, which require or imply that the lawyer's
services be used in relation to that document.

SgcrioNn 33. ABA Comments [1]-[8] to 20:7.3 of the Supreme Court
Rules are renumbered as ABA Comments [21-1921. Renumbered ABA
Comments [2]-[7] are further amended to read:

+3[2] There 1is a potential for abuse irherent—swn—when a

solicitation involves direct in-person, live telephone or real-time

electronic contact by a lawyer with ea—prespeebive —eliept someone
known to need legal services. These forms of contact between—a lawyes
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prespective—eddent—the public, rather than direct in-person, 1live
telephone or real-time electronic contact, will help to assure that
the information flows c¢leanly as well as freely. The contents of
advertisements and communications permitted under Rule 7.2 can be
permanently recorded so that they cannot be disputed and may be
shared with others who know the lawyer. This potential for informal
review 1is itself likely to help guard against statements and claims
that might constitute false and misleading communications, in

violation of Rule 7.1. The contents of direct in-person, live
telephone or real-time electronic eomversations—betweeh—a—laWyer—ane
a—prespeetive—elient—contact can be disputed and may not be subject
to third-party scrutiny. Consequently, they are much more likely to
appreoach (and cccasionally cross) the dividing line between accurate
representations and these that are false and misleading.

+431—[5] There is far less likelihood that a lawyer would engage
in abusive practices against ap—iaddsidual—whe—is—a former client, or
a person_ with whom the lawyer has close personal or family
relationship, or in situations in which the lawyer is motivated by
considerations other than the lawyer's pecuniary gain. Nor is there a
serious potential for abuse when the person contacted is a lawyer.
Consequently, the general prohibition in Rule 7.3({a) and the
requirements of Rule 7.3(c) are not applicable in those situations.
Also, paragraph (a) is not intended teo prohibit a lawyer from
participating in constitutionally protected activities of public or
charitable legal-service organizations or Jbona fide political,

social, civiec, fraternal, employee or trade organizations whose
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purposes include providing cor recommending legal services to 4its
their members or beneficiaries.

+5+[6] But even permitted forms of solicitation can be abused.
Thus, any solicitation which contains information which is false or
misleading within the meaning of Rule 7.1, which involves coercion,
duress or harassment within the meaning of Rule 7.3(b){(2), or which
involves contact with a—prespeetive—elient—someone who has made known
to the lawyer a desire not to be solicited by the lawyer within the
meaning of Rule 7.3(h) (1) is prohibited. Moreover, if after sending a
letter or other communication #e—a—elient—as permitted by Rule 7.2
the lawyer receives no response, any further effort teo communicate

with the—preospeetive—elient—the recipient of the communication may

violate the provisions of Rule 7.3(b).

+61+[7] This Rule is not intended to prohibit a lawyer from
contacting representatives of organizations or groups that may be
interested in establishing a group or prepaid legal plan for their
members, insureds, beneficiaries or other third parties for the
purpose of informing such entities of the availability of and details
concerning the plan or arrangement which the lawyer or lawyer's firm
is willing to offer. This form of communicaticn is not directed to =

prospeetive—elient—people who are seeking legal services for

themselves. Rather, it is usually addressed to an indiwidunal acting

in a fiduciary capacity seeking a supplier of legal services for
others who may, if they choose, become prospective clients of the
lawyer. Under these circumstances, the activity which the lawyer

undertakes in communicating with such representatives and the type of
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Dated at Madison, Wisconsin, this 21st day of July, 2016.

BY THE COURT:

Diane M. Fremgen
Clerk of Supreme Court
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11 SHIRLEY S. ABRAHAMSON, J. {dissenting) The
Wisconsin B3tate Bar Board of Governors proposes Rule Petition
15-03 on ©behalf of the State Bar Standing Committee on
Professiocnal Ethics. A lot of good, hard work has gone into
this petition, and the Committee and its chair, Attorney Dean
Dietrich, are to be not only thanked but also cengratulated.

12 As I commented at the public hearing, I am
disappointed that the Committee was made up entirely of lawyers;
there were no public members, Over the years, many public
members have served on component parts of the lawyer regulatory
system, including the Board of Administrative Oversight, the
Preliminary Review Committee, the Special Preliminary Review
Panel, and the 16 District Committees, The public members make
important contributions and bring a different perspective to
bear based on their life experiences and their experiences in
diverse lawyer regulation matters.

13 I would not adopt the proposal today on three
"procedural" grounds.

A

14 First, I would add this petition, alcng with Rule
Petition 15-04, to the work of a committee to be appointed by
the court to review the Rules of Professional Cenduct for
Attorneys. I would not approach changes in the Rules piecemeal

unless exigent circumstances exist.

{W1585240.D0CX/1} 38



Ho. 15-03.s58a

95 I proposed such a committee in Rule Petition 15-01.°2
The committee I proposed would have also studied the
organization, operation, processes, and procedures of the lawyer
discipline system and made recommendations for changes.

6 The court dismissed Petition 15-01 as part of an
inventive ruse, namely that it was not a proper subject for a
rule petition.

q7 As was noted at the court's November 16, 2015 open
conference and in the order dismissing Rule Petition 15-01, the
dismissal of Rule Petition 15-01 does not necessarily end the
prospects for the appointment of a committee to study the lawyer
discipline system.

b L Unfortunately, Thowever, decisions about whether a
committee will be established and the composition, mission, and
functioning of any such committee will be made behind closed
doors.

939 Lawyer discipline is of great importance to the bench,
the bar, and the public. Discussion about changing the Rules of
Professional Conduct for Attorneys, in my opinion, should take
place in public.

10 I write separately here not only to express my views
of the proposed rule but also to repeat my commitment to keeping
the bench, the bar, and the public informed as best I can about

what progress (or lack thereof) is made in the creation of such

2 Rule Petition 15-01 and the court's order dismissing it
can be found at https://www.wicourts.gov/scrules/supreme.htm.

Rule Petition 15-01 was dismissed on December 21, 2015.
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a committee. As of this date, the public has not been advised
about such a committee.
B

11 Second, included in the petition submitted to and
considered by the court, but omitted from the order adopting the
rule, is material the Bar submitted in its petition under the
heading "Supporting Information for the Proposed Amendment."

12 The Supporting Information is helpful. I would have
included it along with the material labeled Comments.

913 I recommend that anyone researching any of the rules
or comments adopted in this order examine the "Supporting
Information, " It is available at
https://www.wicourts.gov/supreme/docs/1503petition.pdf.

€

14 Third, most of the proposed changes (about 20 at a
minimum, depending on how the material is counted) and the bulk
of the text relates to the creation or revision of Comments to
the Rules, not to the text of the Rules themselves. By my
count, only 12 provisions propose changes to the text of the
Rules themselves; changes in the Rules comprise a comparatively
small amount of the text of the proposal.

15 Although most of the work presented in the petition
has been on Comments, the order states that the court does not
adopt the Comments; the Comments are printed to provide guidance
only.

916 My concern about the Comments is that it seems at

times that the narrative in the Comments is being substituted
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for reconsideration of the text of the Rules; some Comments do

S ; some
not seem to have a basis in the Rules; other Comments go far
afield, The court's use of Comments in the Rules should be re

examined.

17 For the reasons set forth, I write separatel

©2017 Ruder, Ware, L.L.S.C. Accurate reproduction with acknowledgment granted. All rights reserved.

This document provides information of a general nature regarding legislative or other legal developments. None of the information contained herein
is intended as legal advice or opinion relative to specific matters, facts, situations, or issues, and additional facts and information or future
developments may affect the subjects addressed.
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Discussion of Rule Changes

New Rules and Comments — 1/1/17
Trust Account Changes - 7/1/16
Fee Rule Changes — 7/1/16

Scenario

The law requires that pleadings be filed
electronically with the court. Solo continues to
file flawed documents and failing to follow
proper procedures. Court gives Solo chance to
demonstrate proficiency with e-filing procedures
but Solo pays another lawyer to do the work and
still fails to demonstrate proficiency.

Is lawyer subject to discipline for failing to
master e-filing?
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SCR 20:1.1

Maintaining Competence

[8] To maintain the requisite knowledge and
skill, a lawyer should keep abreast of changes in
the law and its practice, including the benefits
and risks associated with relevant technology,
engage in continuing study and education and
comply with all continuing legal education
requirements to which the lawyer is subject.

6/6/2017
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STATE of Oklahoma ex rel., OKLAHOMA
BAR ASSOCIATION
v. OLIVER, 369 P.3d 1074 (2016)

Dissent arguing for a suspension rather than censure

11 6 Respondent: 1) in both form and i to practice law before the
Bankruptcy Court of the Western District of Oklahoma; 2) failed to make honest attempts to improve
despite personalized help from court staff, directing insults instead; 3) violated a direct order of the
Bankruptcy Court; 4) displayed a profound lack of candor; 5) failed to notify this Court of his
suspensions; and 6) failed to timely notify his clients of his suspensions, resulting in the administrative
closure of several of their cases.

91 7 To quote the Bankruptcy Court's own Order of Permanent Suspension: “[Respondent] has blamed
his problems on software deficiencies and computer glitches, even when poor reading comprehension,
impatience and/or lack of attention to detail were the real culprits.” As part of the disciplinary process,
it is our duty to inquire into and gauge a lawyer's continued fitness to practice law, with a view to
safeguarding the interest of the public, of the courts, and of the legal profession. State ex rel. Okla. Bar
Ass'n v. Friesen, 2015 OK 34, § 18, 350 P.3d 1269; State ex rel. Okla. Bar Ass'n v. Layton, 2014 OK 21,
34,324 P.3d 1244. Tam i will represent future clients with any more
competence than he displayed in his bankruptcy practice, and find his lack of candor and blatant
disregard for the Bankruptcy Court's orders disturbing. | would suspend Respondent for two years and
one day.
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Scenario
Law firm has client with business in another
jurisdiction and wants to hire local firm to act as

local counsel.

What do the firms need to think about?




b 2Zh 20 i b Juh il Juh i b i Jub b ik Juh i o

SCR 20:1.1 Competency —
New Comment

Retaining or Contracting With Other Lawyers

[6] Before a lawyer retains or contracts with other lawyers outside the
lawyer’s own firm to provide or assist in the provision of legal services to a
client, the lawyer should ordinarily obtain informed consent from the
client and must reasonably believe that the other lawyers’ services will
contribute to the competent and ethical representation of the client. See
also Rules 1.2 (allocation of authority), 1.4 (communication with client),
1.5(e) (fee sharing), 1.6 (confidentiality), and 5.5(a) (unauthorized practice
of law). The reasonableness of the decision to retain or contract with
other lawyers outside the lawyer’s own firm will depend upon the
circumstances, including the education, experience and reputation of the
nonfirm lawyers; the nature of the services assigned to the nonfirm
lawyers; and the legal protections, professional conduct rules, and ethical
environments of the jurisdictions in which the services will be performed,
particularly relating to confidential information.

6/6/2017
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SCR 20:1.1 Competency —
New Comment

s When lawyers from more than one law firm are

providing legal services to the client on a particular

matter, the lawyers ordinarily should consult with each

other and the client about the scope of their respective

representations and the allocation of responsibility

among them. See Rule 1.2. When making allocations

of responsibility in a matter pending before a tribunal,

lawyers and parties may have additional obligations

that are a_matter of law beyond the scope of these

Rules.
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Scenario

Lawyer is a self-confessed “techno-phobe” and
has never quite got along with all the “new-
fangled” devices. Lawyer will use cell phone and
eventually learns to like some of the features,
but lawyer has never bothered to learn some
simple features, like the ability to lock with a
passcode and never gives a thought about using
free Wi-Fi.




b 2Zh 20 i b Juh il Juh i b i Jub b ik Juh i o

SCR 20:1.6

(d) A lawyer shall make reasonable efforts to
prevent the inadvertent or unauthorized
disclosure of, or unauthorized access to,
information relating to the representation of a
client.

6/6/2017
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New Comment to SCR 20:1.6

Acting Competently to Preserve Confidentiality

18] Paragraph (c) requires a A lawyer must to act competently to safeguard information relating
to the representation of a client against unauthorized access by third parties and against
inadvertent or unauthorized disclosure by the lawyer or other persons who are participating in
the representation of the client or who are subject to the lawyer's supervision. See Rules 1.1, 5.1,
and 5.3. The unauthorized access to, or the inadvertent or unauthorized disclosure of,
information relating to the representation of a client does not constitute a violation of paragraph
(c) if the lawyer has made reasonable efforts to prevent the access or disclosure. Factors to be

considered in determining the of the lawyer’s efforts include, but are not limited
to, the sensitivity of the information, the likelihood of disclosure if additional are not
the cost of ing additional safeguards, the difficulty of implementing the
and the extent to which the safeguards affect the lawyer’s ability to

represent clients (e.g., by making a device or important piece of software excessively difficult to
use). A client may require the lawyer to implement special security measures not required by this
Rule or may give informed consent to forgo security measures that would otherwise be required
by this Rule. Whether a lawyer may be required to take additional steps to safeguard a client’s
information in order to comply with other law, such as state and federal laws that govern data
privacy or that impose notification requirements upon the loss of, or unauthorized access to,
electronic information, is beyond the scope of these Rules. For a lawyer’s duties when sharing
information with nonlawyers outside the lawyer’s own firm, see Rule 5.3, C [31-[4].
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A Cybersecurity Checklist:
7 Ways to Protect Data

October 2016 Wisconsin Lawyer Tison H. Rhine & Aviva Meridian Kaiser

1) Use firewalls and secure your router.

O If your router has a firewall, make sure it is turned on.

O Enable one, and only one, software firewall.

O Change the default username and password of your router.
O Turn off Remote Access.

[ Use WPA2 encryption for Wi-Fi.

2) Use anti-malware software.

O Malware refers to all manner of nasty software, including viruses.

O You absolutely should have anti-malware software installed.

O Windows Defender is the absolute minimum.

O Quality free versions are available, but may not be licensed for commercial use.
O Don't install multiple antivirus products at once (but do get Malwarebytes).

[ Keep your security programs updated.

3) Always keep your operating systems and software up to date.

O Set your systems and other software to automatically check for updates.

O Install updates immediately.

[ Contact Practice411 if you need assistance: (608) 250-6012; (800) 444-9404, ext. 6012;
or trhine@wisbar.org.
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4) Use strong passwords to protect desktop computers, laptop computers, tablets, smart
phones, and accounts from unauthorized access.

O Weak passwords are not very secure. Use strong passwords or passphrases.

O Do not keep a list of your passwords near your computers or in an unsecured file.

O Use a password manager to more easily manage your online accounts.

5) Back up your data.

O You need backup. This is nonnegotiable.

O You want full backup and disaster recovery to be able to boot your entire system — not
just to access files.

O Itis a good idea to back up both locally and to the cloud.

O Make backup easier with services such as CrashPlan, or use a commercial service.

6) Practice safe surfing.

O Consider browser extensions or add-ons for additional security.

O Use a secure web connection, https://, whenever possible.

O Use a VPN connection, especially when traveling or using public Wi-Fi.
O Consider an ad blocker to protect against malvertising.

7) Change behavior.

O Stop and think before you click on a link!
O Check the legitimacy of websites.

O Know what you don't know.

6/6/2017

Where else does 20:1.6(d)
come into play
* Electronic information storage and
transmission
* Education of clients

* Education of staff

* Portable devices

SCR 20:5.3 New ABA Comment

[3] A lawyer may use nonlaywers outside the firm to assist the lawyer in rendering
legal services to the client. Examples include the retention of an investigative or
paraprofessional service, hiring a document management company to create and
maintain a database for complex litigation, sending client documents to a third party
for printing or scanning, and using an Internet-base service to store client information.
When using such services outside the firm, a lawyer must make reasonable efforts to
ensure that the services are provided in a manner that is compatible with the lawyer’s
professional obligations. The extent of this obligation will depend upon the
circumstances, including the education, experience and reputation of the nonlawyer;
the nature of the services involved; the terms of any arrangements concerning the
protection of client information; and the legal and ethical environments of the
jurisdictions in which the services will be performed, particularly with regard to
confidentiality. See also Rules 1.1 (competence), 1.2 (allocation of authority), 1.4
(communication with client), 1.6 (confidentiality), 5.4(a) (professional independence
of the lawyer), and 5.5(a) (unauthorized practice of law). When retaining or directing a
nonlawyer outside the firm, a lawyer should communicate directions appropriate
under the circumstances to give reasonable assurance that the nonlawyer’s conduct is
compatible with the professional obligations of the lawyer.
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Scenario

Lawyer meets with prospective client A in
connection with a commercial real estate
transaction. When prospective client states
who the opposing party is, Lawyer says “I
represented opposing party a few years ago in
acquiring that property. Would you like me to
see if he would sign a conflict waiver?”

Misconduct?

6/6/2017
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New SCR 20:1.6(c)(6)

(c) A lawyer may reveal information relating to the
representation of a client to the extent the lawyer reasonably
believes necessary:

(6) to detect and resolve conflicts of interest, but only if the
revealed information would not compromise the attorney-client
privilege or otherwise prejudice the client.
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SCR 20:1.6 — New Comment [13]

Any such disclosure should ordinarily include no more than the
identity of the persons and entities involved in a matter, a brief
summary of the general issues involved, and information about
whether the matter has terminated. Even this limited information,
however, should be disclosed only to the extent reasonably necessary
to detect and resolve conflicts of interest that might arise from the
possible new relationship. Moreover, the disclosure of any information
is prohibited if it would compromise the attorney-client privilege or
otherwise prejudice the client (e.g., the fact that a corporate client is
seeking advice on a corporate takeover that has not been publicly
announced; that a person has consulted a lawyer about the possibility
of divorce before the person’s intentions are known to the person’s
spouse; or that a person has consulted a lawyer about a criminal
investigation that has not led to a public charge). Under those
circumstances, paragraph (a) prohibits disclosure unless the client or
former client gives informed consent. A lawyer’s fiduciary duty to the
lawyer’s firm may also govern a lawyer’s conduct when exploring an
association with another firm and is beyond the scope of these Rules.
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Scenario

Lawyer receives e-mail communication from opposing counsel,
which relates to a proposed settlement. Lawyer opens
attachment, which is a Word document, and checks document
for metadata. Lawyer discovers copious notes that are clearly
from opposing party revealing thoughts on settlement. Lawyer
carefully studies notes and then notifies opposing counsel that
he has searched for and found metadata. Opposing counsel
threatens to disqualify lawyer from continued representation of
client.

* Has Lawyer acted properly?

6/6/2017
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New SCR 20:4.4(c)

(c)A lawyer who receives a document or electronically stored information
relating to the representation of the lawyer’s client and knows or reasonably
should know that the document or electronically stored information contains
information protected by the lawyer-client privilege or the work product rule
and has been disclosed to the lawyer inadvertently shall:

(1) immediately terminate review or use of the document or electronically
stored information;

(2) promptly notify the person or the person’s lawyer if communication with
the person is prohibited by SCR 20:4.2 of the inadvertent disclosure; and

(3) abide by that person’s or lawyer’s instructions with respect to disposition
of the document or electronically stored information until obtaining a
definitive ruling on the proper disposition from a court with appropriate
jurisdiction.
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“Electronically stored information” is
defined in ABA Comment [2]

... For purposes of this Rule, “document or
electronically stored information” includes, in
addition to paper documents, email or other
forms of electronically stored information,
including embedded data (commonly referred to
as “metadata”), that is subject to being read or
put into readable form. . ..
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SCR 20:4.4 Wisconsin
Committee Comment

This Rule, unlike its Model Rule counterpart, contains paragraph
(c), which specifically applies to information protected by the
lawyer-client privilege and the work product rule. If a lawyer
knows that the document or electronically stored information
contains information protected by the lawyer-client privilege or
the work product rule and has been disclosed to the lawyer
inadvertently, then this Rule requires the lawyer to immediately
terminate review or use of the document or electronically stored
information, promptly notify the person or the person’s lawyer
if communication with the person is prohibited by SCR 20:4.2 of
the inadvertent disclosure, and abide by that person’s or
lawyer’s instructions with respect to disposition of the document
or electronically stored information until obtaining a definitive
ruling on the proper disposition from a court with appropriate
jurisdiction.
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Scenario

Small Law Firm wants to hire Associate to add
immigration law to services they offer. Associate
is only licensed in Minnesota, where she has
been practicing immigration law for the last
three years, but firm hires her and she begins
representing clients while she waits to take bar
exam.

Problem?

SCR 20:5.5 Multijurisdictional Practice

* (d) A lawyer admitted to practice in another United States
jurisdiction or in a foreign jurisdiction, who is not disbarred
or suspended from practice in any jurisdiction for
disciplinary reasons or medical incapacity, may provide
legal services through an office or other systematic and
continuous presence in this jurisdiction that i

* are provided to the lawyer's employer or its organizational
affiliates after compliance with SCR 10.03 (4) (f), and are
not services for which the forum requires pro hac vice
admission; or

* are services that the lawyer is authorized to provide by
federal law or other law or other rule of this jurisdiction.




Scenario - variation

Assume Small Law Firm is organized as a limited
liability entity. Firm hires Associate and she gets
to work.

Problem?

6/6/2017

SCR 20:5.7 Limited Liability Practice

(a)(1) Alawyer may be a member of a law firm
that is organized as a limited liability
organization solely to render professional legal
services under the laws of this state, including
chs. 178 and 183 and subch. XIX of ch. 180. The
lawyer may practice in or as a limited liability
organization if the lawyer is otherwise licensed
authorized to practice law in this state and the
organization is registered under sub. (b).
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Scenario

Lawyer provides investment planning services and also
provides elder law/estate planning services to clients. New
client comes in and wants just investment planning
services. Lawyer provides client with written explanation
that the investment advisor services are not part of the
legal services provided by the lawyer. Lawyer advertises
investment advisor services separately from her advertising
for estate planning services.

« Are the investment advisor services part of the lawyer’s
law practice?
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The New SCR 20:5.8 Responsibilities
Regarding Law-Related Services

(a) Alawyer shall be subject to the Rules of Professional Conduct with respect to the
provision of law-related services, as defined in paragraph (b), if the law-related
services are provided:

(1) by the lawyer in circumstances that are not distinct from the lawyer's provision
of legal services to clients; or

(2) in other circumstances by an entity controlled by the lawyer individually or with
others if the lawyer fails to take reasonable measures to assure that a person
obtaining the law-related services knows that the services are not legal services and
that the protections of the client-lawyer relationship do not exist.

(b) The term "law-related services" denotes services that might reasonably be
performed in conjunction with and in substance are related to the provision of legal
services, and that are not prohibited as unauthorized practice of law when provided
by a nonlawyer.

6/6/2017
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SCR 20:5.8 ABA Comment

[2] Rule 5.7 applies to the provision of law-related services by a lawyer even when the
lawyer does not provide any legal services to the person for whom the law-related
services are performed and whether the law-related services are performed through a
law firm or a separate entity. The Rule identifies the circumstances in which all of the
Rules of Professional Conduct apply to the provision of law-related services. Even
when those circumstances do not exist, however, the conduct of a lawyer involved in
the provision of law-related services is subject to those Rules that apply generally to
lawyer conduct, regardless of whether the conduct involves the provision of legal
services. See, e.g., Rule 8.4.

[3] When law-related services are provided by a lawyer under circumstances that are
not distinct from the lawyer's provision of legal services to clients, the lawyer in
providing the law-related services must adhere to the requirements of the Rules of
Professional Conduct as provided in paragraph (a)(1). Even when the law-related and
legal services are provided in circumstances that are distinct from each other, for
example through separate entities or different support staff within the law firm, the
Rules of Professional Conduct apply to the lawyer as provided in paragraph (a)(2)
unless the lawyer takes reasonable measures to assure that the recipient of the law-
related services knows that the services are not legal services and that the protections
of the client-lawyer relationship do not apply.
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What'’s a “law-related service?”

Examples of law-related services include
providing title insurance, financial planning,
accounting, trust services, real estate
counseling, legislative lobbying, economic
analysis, social work, psychological counseling,
tax preparation, and patent, medical or
environmental consulting.

10
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Don’t forget...

When a client-lawyer relationship exists with a
person who is referred by a lawyer to a separate
law-related service entity controlled by the
lawyer, individually or with others, the lawyer
must comply with Rule 1.8(a).

6/6/2017

SCR 20:1.8(a) Business Transactions
with Clients

(a) Alawyer shall not enter into a business transaction with a client or knowingly
acquire an ownership, possessory, security or other pecuniary interest adverse to
aclient unless:

(1) the transaction and terms on which the lawyer acquires the interest are fair and
reasonable to the client and are fully disclosed and transmitted in writing in a
manner that can be reasonably understood by the client;

(2) the client is advised in writing of the desirability of seeking and is given a
reasonable opportunity to seek the advice of independent legal counsel
on the transaction; and

(3) the client gives informed consent, in a writing signed by the client, to the
essential terms of the transaction and the lawyer's role in the transaction,
including whether the lawyer is representing the client in the transaction.
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Scenario

Lawyer is contacted by Internet Company that proposes to
provide internet advertising for lawyer. Under advertising
program, lawyer would pay a monthly fee to company called
“Your Best Lawyer.” Individuals can enter information on a form
and send it to the company. The company will respond to the e-
mail communication with the name and contact information for
the lawyer based upon the geographical region where the lawyer
is located. The individual contact the company indicating
information regarding the legal problem and the company
communicates that information to the lawyer and the lawyer
pays a fee of $25 for the communication.

Does this comply with applicable Rules?

11
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New ABA Comment [5] to SCR 20:7.2

Paying Others to Recommend a Lawyer

[5] Except as permitted under paragraphs (b)(1)-(b)(4), lawyers are not permitted to pay
others for recommending the lawyer’s services or for channeling professional work in a
manner that violates Rule 7.3. A communication contains a recommendation if it endorses
or vouches for a lawyer’s credentials, abilities, competence, character, or other professional
qualities. Paragraph (b)(1), however, allows a lawyer to pay for advertising and
communications permitted by this Rule, including the costs of print directory listings, on-
line directory listings, newspaper ads, television and radio airtime, domain-name
registrations, sponsorship fees, Internet-based advertisements, and group advertising. A
lawyer may compensate employees, agents and vendors who are engaged to provide
marketing or client development services, such as publicists, public-relations personnel,
business-development staff and website designers. Moreover, a lawyer may pay others for
generating client leads, such as Internet-based client leads, as long as the lead generator
does not recommend the lawyer, any payment to the lead generator is consistent with
Rules 1.5(e) (division of fees) and 5.4 (professional independence of the lawyer), and the
lead generator’s communications are consistent with Rule 7.1 (communications concerning
a lawyer’s services). To comply with Rule 7.1, a lawyer must not pay a lead generator that
states, implies, or creates a reasonable impression that it is recommending the lawyer, is
making the referral without payment from the lawyer, or has analyzed a person’s legal
problems when determining which lawyer should receive the referral. See also Rule 5.3
(duties of lawyers and law firms with respect to the conduct of nonlawyers); Rule 8.4(a)
(duty to avoid violating the Rules through the acts of another).

6/6/2017
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What’s a “recommendation?”

ABA Comment [5]

“A communication contains a recommendation
if it endorses or vouches for a lawyer’s
credentials, abilities, competence, character, or
other professional qualities.”

2014 Indiana Private Reprimand
Summary

Indiana attorney, who is exclusive licensee for legal services offered in Indiana by
Arizona motorcycle injury lawyers association, and who has exclusive right to use
association's trademarked “Law Tigers” name and other marks in Indiana, engaged
in attorney misconduct, in violation of Rule 7.1 and prior Rule 7.2(d) of Indiana
Rules of Professional Conduct, as result of his affiliation with association's website,
since rules in question prohibit misleading communications regarding statistical
data, testimonials and information based on past performances, and website
offers search function identifying attorney and his firm as exclusive “Law Tigers”
source for legal services in Indiana, and features “settlements and verdicts” page
showing examples of results by “Law Tigers” lawyers, with links to “client
testimonials,” since average viewer would not differentiate between attorney and
statements about “Law Tigers” on association's website, even though attorney's
own website provides disclaimers regarding content of “Law Tigers” website, and
since attorney thus is responsible for objectionable content on association's
website; private reprimand is appropriate discipline in view of mitigating factors,
including absence of prior disciplinary history, attorney's due diligence in
attempting to determine whether his relationship with association would violate
any professional conduct rule, and disclaimers on attorney's website.

12
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Scenario

Lawyer hires marketing firm for advice with respect to expanding
his practice. Marketers tell Lawyer to use mass texting service to
reach prospective clients. Lawyer does so. Lawyer’s colleague is
concerned that firm is now engaged in a prohibited form of
solicitation.

Is Lawyer engaged in prohibited “real-time electronic contact”
with potential client?

6/6/2017
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SCR 20:7.3

(a) A lawyer shall not by in-person or live telephone or real-time
electronic contact solicit professional employment from a
prospective client when a significant motive for the lawyer's
doing so is the lawyer's pecuniary gain, unless the person
contacted:

(1) is alawyer; or

(2) has a family, close personal or prior professional relationship
with the lawyer.
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ABA Comment [3] was amended to clarify that
communications by email or other electronic means
do not involve real-time contact

[3] This potential for abuse inherent in direct in-person, live
telephone or real-time electronic solicitation justifies its
prohibition, particularly since lawyers have alternative means of
conveying necessary information to those who may be in need of
legal services. In particular, communications can be mailed or
transmitted by email or other electronic means that do not
involve real-time contact and do not violate other laws
governing solicitations. These forms of communications and
solicitations make it possible for the public to be informed about
the need for legal services, and about the qualifications of
available lawyers and law firms, without subjecting the public to
direct in-person, telephone or real-time electronic persuasion
that may overwhelm a person’s judgment.

13
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Overview of Trust Account Rule
(effective July 1, 2016)

6/6/2017
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The Four Significant Changes in the
“New and Improved SCR 20:1.15

1. The transfer of the fee provisions from the former trust
account rule to the fee rule;

2. The revision of the recordkeeping requirements to provide
general standards in the trust account rule and to transfer
the detailed procedures from the rule to guidelines
published by OLR;

3. A rebuttable presumption that shifts the burden of proof to
the respondent upon a showing by OLR that the respondent
failed to promptly deliver trust or fiduciary property or failed
to provide records accounting for trust or fiduciary property;
and

4. The procedures providing for the use of electronic
transactions for trust and fiduciary account deposits and
disbursements.

The Lawyer’s Responsibility for the
Security of Each Transaction

Newly created SCR 20:1.15(f)(1) states:

(1) Security of transactions. A lawyer is responsible for the
security of each transaction in the lawyer’s trust account and
shall not conduct or authorize transactions for which the
lawyer does not have commercially reasonable security
measures in place. A lawyer shall establish and maintain
safeguards to assure that each disbursement from a trust
account has been authorized by the lawyer and that each
disbursement is made to the appropriate payee. Only a lawyer
admitted to practice law in this jurisdiction or a person under the
supervision of a lawyer having responsibility under SCR 20:5.3
shall have signatory and transfer authority for a trust account.
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“Commercially Reasonable
Security Measures”

Neither the Rule nor the Comment defines “commercially
reasonable security measures.” Mary Hoeft Smith, OLR Trust
Account Program Administrator, provides the following guidance.

Lawyers will need to communicate with their financial institution
as to what is “commercially reasonable” based upon the specific
types of e-banking that a lawyer plans to utilize.

It is very likely that security measures will evolve over time in
response to the evolution of cyber threats and that minimum
security requirements for the lawyer or law firm to follow will be
identified in an agreement with the financial institution.

6/6/2017

What are “commercially reasonable
security measures”?

No definition in the Rule, but may include:

* 1) Adedicated computer for e-banking that is not connected to the firm’s server that has software
protection against malware, spyware, and viruses;

*  2) Education of lawyers and law firm staff on corporate account takeover, social engineering
techniques, and other cyber threats;

+  3) ACH Debit blocks;

+  4) ACH Positive pay;

«  5)Online review of account activity at least daily;

*  6) Security Tokens for two factor authentication (tokens are small hardware devices with a PIN
number and a time sensitive code to conduct transactions);

+ 7)Dual controls (two people must authorize a transfer); and

+  8)Creation of a contingency plan to mitigate and/or recover unauthorized transfers in the event of a

cyberattack or corporate account takeover.

Lawyers should start with talking to their banks.
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Electronic Banking

General rule prohibiting electronic transactions to and from a trust account: SCR 20:1.15(f)(3)

[ Exceptions to the general rule: SCR 20:1.15(f)(3)a.- c.

b. E-Banking Trust Account c. Alternative to

E-Banking Trust

a. Standard

10LTA
account o Account
1. Maintain a primary IOLTA Account A
G 2. Maint d:
6. Shortfalls caused by fees, surcharges, ACH reversals, or issuers within 3 business days
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