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A Cautionary Note 
 
 

The State Bar of Wisconsin’s CLE publications and seminars are presented with the 

understanding that the State Bar of Wisconsin does NOT render any legal, accounting 

or other professional service.  Due to the rapidly changing nature of the law, 

information contained in a publication or seminar material may be outdated.  As a 

result, an attorney using the State Bar of Wisconsin’s CLE materials must always 

research original sources of authority and update the CLE information to ensure 

accuracy when dealing with a specific client’s legal matters. 

 

NOTICE TO ALL REGISTRANTS,  INSTRUCTORS, EXHIBITORS, GUESTS: By attending this 

State Bar event, you understand and agree that you may be photographed and/or 

electronically recorded during the event and you hereby grant to the State Bar the right 

to use and distribute your name and likeness for promotional or educational purposes 

without monetary compensation. The State Bar assumes no liability for such use. 



 

 

 
 
About  the Presenters... 
 
Dean R. Dietrich, shareholder with Ruder Ware, L.L.S.C., chairs the firm’s Employment, Benefits, & Labor 
Relations Practice Group.  He has represented attorneys in matters before the Wisconsin Supreme Court 
and the Office of Lawyer Regulation and has consulted with numerous law firms and lawyers regarding 
compliance with the Rules of Professional Conduct.  He serves as Chair of the State Bar Committee on 
Professional Ethics in addition to past service on the Committee appointed by the Wisconsin Supreme 
Court to review changes to Supreme Court Rules Chapter 20, the Rules of Professional Conduct for 
Attorneys.  Mr. Dietrich is a graduate of Marquette University Law School. 
 
Timothy  J. Pierce has been  Ethics Counsel  for  the  State Bar of Wisconsin  since  2004.   He  received his 
undergraduate degree from the University of Wisconsin–Madison and his law degree from the University of 
Wisconsin Law School.  Mr. Pierce was previously a Deputy Director at the Office of Lawyer Regulation.  He 
has also been employed as the Ethics Administrator for Milbank, Hadley, Tweed & McCloy, in New York, and 
as an Assistant State Public Defender  in Racine.   He  is a member of  the State Bar of Wisconsin.   He  is a 
frequent speaker on matters of professional ethics and teaches Professional Responsibility at the University 
of Wisconsin Law School.   
 
Max Welsh is a Senior Risk Management Consultant for InOutsource LLC, a law firm risk management 
consulting firm.  Max’s experience as a lawyer in both private practice and for the U.S. Government allows 
him to provide a perspective to InOutsource clients that is based on a deep understanding of the legal 
industry.  In particular, after years as a securities regulatory attorney, Max served as deputy general 
counsel of Foley & Lardner LLP in Milwaukee.  As deputy general counsel, Max was responsible for 
providing advice to senior management on the variety of issues faced by law firms, including claims, risk 
management, regulatory compliance, professional responsibility, and firm policies.  In addition, Max 
counseled the firm’s administrative departments and staff with respect to applicable ethics rules, 
information governance and data security strategy, and contractual obligations.  As deputy general 
counsel, Max also directed the administrative operations of the conflicts and new business intake function 
at Foley.  In the course of his time at Foley, Max re‐imagined and re‐engineered the policies, content, 
processes, and staffing model of that department. Max graduated from The George Washington University 
School of Law in 2003 and Union College (Schenectady, NY) in 2000.  Max is licensed to practice law in 
Wisconsin and the District of Columbia. 
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CHANGES 
TO 

WISCONSIN RULES OF PROFESSIONAL CONDUCT 
 
 
I. INTRODUCTION 
 

A. New Rules become effective January 1, 2017.  Supreme Court approves 
changes to black letter language. 

 
B. Supreme Court approves changes to comments and addition of Wisconsin 

Committee comments. 
 

C. Changes are based upon amendment to ABA Model Rules that were made 
for the purpose of addressing changes in the law practice including 
extensive use of technology as part of representation. 
 

D. Dissenting opinion opposes changes because of adoption of written 
changes to Comments. 

 
E. Two public hearings were held to address ABA Comment changes and 

Professional Ethics Committee changes. 
 
II. DEFINITIONS – SCR 20:1.0 
 

A. Rules acknowledge electronic communications as a way to document 
action required in writing or pursuant to a written document. 

 
B. Change reflects expanded means of communication between attorney and 

client. 
 
III. COMPETENCE – SCR 20:1.1 
 

A. Comment acknowledges that lawyer must keep abreast of changes relating 
to the benefits and risks associated with relevant technology. 

 
B. Comment adds language identifying requirements for lawyer making 

decision to contract with another lawyer or jointly representing a client. 
 
IV. COMMUNICATION WITH CLIENT – SCR 20:1.4 
 

A. Comment acknowledges that lawyer should promptly respond to or 
acknowledge client communications. 
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V. CONFIDENTIALITY – SCR 20:1.6 
 

A. Change to black letter Rule that allows lawyer to reveal limited 
information to detect and resolve conflicts of interest. 

 
1. Disclosure of confidential information is allowed in any 

circumstance where it is necessary to resolve a conflict question. 
 

2. Information being disclosed may not compromise the attorney 
client privilege or prejudice the client. 

 
3. Wisconsin Committee Comment provides background for 

language change different from Model Rule relating to resolution 
of conflicts. 

 
4. Comment indicates that disclosure of information regarding 

conflict matters should be limited to identity of client and brief 
summary of general issues involved. 

 
B. Lawyer must take reasonable efforts to prevent the inadvertent or 

unauthorized disclosure of information relating to the representation or the 
unauthorized access to information. 

 
1. Comment defines factors to show reasonable efforts to prevent 

access or disclosure of client information. 
 

a. The sensitivity of information; 
 

b. The likelihood of disclosure if additional safeguards are not 
employed; 

 
c. The cost of implementing additional safeguards; 

 
d. The difficulty of implementing the safeguards; 

 
e. The extent to which the safeguards adversely affect the 

lawyer’s ability to represent clients. 
 

C. Comment also acknowledges that lawyer must discuss safeguards with 
client and client may require special security measures. 
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VI. BUSINESS TRANSACTION WITH CLIENT – SCR 20:1.8 
 

A. Wisconsin Comment clarifies that lawyer, when drafting legal documents 
may not require or imply that lawyer’s services be used in relation to the 
document. 

 
VII. COMMUNICATION WITH PROSPECTIVE CLIENT – SCR 20:1.18 
 

A. Comment clarifies that person consulting with lawyer about possibility of 
lawyer-client relationship is considered a prospective client. 

 
1. Communications can be in any format. 

 
B. Consultation occurs if lawyer requests or invites submission of 

information about a potential representation and fails to notify client of 
restrictions against creating client relationship. 

 
C. Consultation does not arise if person responds to advertising that describes 

lawyer’s background, experience and contact information. 
 

D. Comment clarifies that a person who communicates with a lawyer for the 
purpose of disqualifying the lawyer is not a prospective client. 

 
VIII. RESPECT FOR RIGHTS OF THIRD PERSONS – SCR 20:4.4 
 

A. Wisconsin Rule provides direction to lawyers when receiving a document 
or electronically stored information and knows that information is 
protected by the lawyer-client privilege or the attorney work product rule. 

 
B. Lawyer must: 

 
1. Immediately terminate review or use of the document; 

 
2. Promptly notify the person sending the document or the person’s 

attorney if required by Rules; 
 

3. Abide by the person or lawyer’s instructions with respect to 
disposition of the document until any court ruling can be obtained. 

 
C. Comment identifies the different requirement under the Wisconsin Rule 

compared to the ABA Model Rule and requires further caution and care 
being exercised by the lawyer receiving protected information. 
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D. Metadata information may be considered attorney work product subject to 
the requirement to contact the person or lawyer of person for instructions. 

 
IX. RESPONSIBILITIES REGARDING NON-LAWYER  
 ASSISTANCE – SCR 20:5.3 
 

A. Comment recognizes the use of non-lawyers outside of the firm to assist 
the lawyer in providing representation and requires that lawyer make 
reasonable efforts to ensure that services are provided in a professional 
manner. 

 
B. Comment requires lawyer to have specific measures in place to assure that 

non-lawyers or contracted parties are complying with professional 
obligations of the lawyer. 

 
C. Comment recognizes obligation of lawyer will depend upon circumstances 

such as: 
 

1. The education, experience and reputation of the non-lawyer; 
 

2. The nature of the services involved; 
 

3. The terms of any arrangements concerning the protection of client 
information; 

 
4. The legal and ethical environments of the jurisdictions in which the 

services will be performed especially as regards confidentiality. 
 

D. Lawyer should communicate directions necessary to ensure that non-
lawyer complies with professional obligations of the lawyer. 

 
E. Comment acknowledges that client may direct lawyer to use certain non-

lawyer services and it is important to determine who will monitor the 
performance and professional conduct of the third party. 

 
X. LIMITED LIABILITY LEGAL PRACTICE – SCR 20:5.7 
 

A. Language of Rule is amended to clarify that Rule applies to any lawyer 
authorized to practice law in the State of Wisconsin. 

 
B. Rule is amended to clarify that Rule applies to law firm where at least one 

lawyer is licensed to practice law in Wisconsin and has an ownership 
interest in the firm. 
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XI. RESPONSIBILITIES REGARDING LAW-RELATED  
 SERVICES – SCR 20:5.8 
 

A. New Rule created for Wisconsin based upon ABA Model Rule. 
 

B. Rule provides that a lawyer who provides law-related services to a client 
must comply with Rules of Professional Conduct if law-related services 
are provided by lawyer in situation that is not distinct from the lawyer’s 
provision of legal services or in circumstances where the lawyer fails to 
take reasonable measures to assure that a person receiving the law-related 
services knows that the services are not legal services of the lawyer. 

 
1. Law-related services is defined as services that might reasonably 

be performed in conjunction with or are related to the provision of 
legal services and are not prohibited as the unauthorized practice of 
law. 

 
2. Comment requires lawyer to show that lawyer has taken 

reasonable measures to communicate the understanding regarding 
the law-related services. 

 
C. ABA Comments regarding 20:5.8 – law-related services are included to 

assist in interpretation of language. 
 

D. Comment suggests that lawyer should take special care to keep separate 
the provision of law-related services from the legal services provided by 
the lawyer. 

 
XII. ADVERTISING – SCR 20:7.2 
 

A. Comment clearly indicates that a communication from an individual 
contains a recommendation about the lawyer if it endorses or vouches for 
the lawyer’s credentials, abilities, competence, character or other 
professional qualities. 

 
B. Comment allows lawyer to pay others for generating client leads as long 

as third party does not recommend the lawyer and there is no sharing of 
fees with third party and communication from third party is not 
misleading. 

 
C. Lawyer may not pay a third party to generate contacts with prospective 

clients if third party creates impression that it is recommending the lawyer 
or is making the referral without payment from the lawyer. 
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XIII. SOLICITATION OF CLIENTS – SCR 20:7.3 
 

A. Language clarifies that solicitation of clients could apply to any 
circumstance. 

 
B. Comment clarifies that communication by e-mail or other electronic 

means that do not involve real-time contact and do not violate other rules 
governing solicitation are permitted. 

 
C. Comment describes a solicitation as a targeted communication initiated by 

the lawyer that is directed to a specific person and that offers to provide or 
can be understood as to provide legal services. 

 
XIV. TRUST ACCOUNT RULE – SCR 20:1.15 
 

A. Rule change eliminates recordkeeping requirements and places them in 
resource document prepared by Office of Lawyer Regulation. 

 
B. Rule allows expanded use of electronic banking services for transfer of 

funds between trust account and business account. 
 

C. Rule allows use of electronic banking services provided lawyer uses 
commercially-reasonable security measures and programs to ensure 
protection of client funds. 

 
1. In order to use electronic banking services, lawyer must create an 

electronic banking trust account (or re-name credit card trust 
account) and use such account for the receipt of electronically 
transferred funds from client or other sources and then transferring 
of funds to appropriate account. 

 
D. Rebuttable presumption is created that lawyer has violated Trust Account 

Rule if lawyer is unable to produce records showing the location and 
status of funds or property held by the lawyer in trust for a client. 

 
XV. CONCLUDING REMARKS 
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APPENDIX A 
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Discussion of Rule Changes

New Rules and Comments – 1/1/17
Trust Account Changes – 7/1/16

Fee Rule Changes – 7/1/16

Scenario

The law requires that pleadings be filed 
electronically with the court.   Solo continues to 
file flawed documents and failing to follow 
proper procedures. Court gives Solo chance to 
demonstrate proficiency with e‐filing procedures 
but Solo pays another lawyer to do the work and 
still fails to demonstrate proficiency.   

Is lawyer subject to discipline for failing to 
master e‐filing?
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SCR 20:1.1

Maintaining Competence

[8] To maintain the requisite knowledge and 
skill, a lawyer should keep abreast of changes in 
the law and its practice, including the benefits 
and risks associated with relevant technology, 
engage in continuing study and education and 
comply with all continuing legal education 
requirements to which the lawyer is subject.

STATE of Oklahoma ex rel., OKLAHOMA 
BAR ASSOCIATION 

v. OLIVER, 369 P.3d 1074 (2016)
Dissent arguing for a suspension rather than censure

¶ 6 Respondent: 1) in both form and substance demonstrated incompetency to practice law before the 
Bankruptcy Court of the Western District of Oklahoma; 2) failed to make honest attempts to improve 
despite personalized help from court staff, directing insults instead; 3) violated a direct order of the 
Bankruptcy Court; 4) displayed a profound lack of candor; 5) failed to notify this Court of his 
suspensions; and 6) failed to timely notify his clients of his suspensions, resulting in the administrative 
closure of several of their cases.

¶ 7 To quote the Bankruptcy Court's own Order of Permanent Suspension: “[Respondent] has blamed 
his problems on software deficiencies and computer glitches, even when poor reading comprehension, 
impatience and/or lack of attention to detail were the real culprits.” As part of the disciplinary process, 
it is our duty to inquire into and gauge a lawyer's continued fitness to practice law, with a view to 
safeguarding the interest of the public, of the courts, and of the legal profession. State ex rel. Okla. Bar 
Ass'n v. Friesen, 2015 OK 34, ¶ 18, 350 P.3d 1269; State ex rel. Okla. Bar Ass'n v. Layton, 2014 OK 21, ¶ 
34, 324 P.3d 1244. I am unconvinced Respondent will represent future clients with any more 
competence than he displayed in his bankruptcy practice, and find his lack of candor and blatant 
disregard for the Bankruptcy Court's orders disturbing. I would suspend Respondent for two years and 
one day.

Scenario 

Law firm has client with business in another 
jurisdiction and wants to hire local firm to act as 
local counsel.

What do the firms need to think about?
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Retaining or Contracting With Other Lawyers 

[6]  Before a lawyer retains or contracts with other lawyers outside the 
lawyer’s own firm to provide or assist in the provision of legal services to a 
client, the lawyer should ordinarily obtain informed consent from the 
client and must reasonably believe that the other lawyers’ services will 
contribute to the competent and ethical representation of the client.  See 
also Rules 1.2 (allocation of authority), 1.4 (communication with client), 
1.5(e) (fee sharing), 1.6 (confidentiality), and 5.5(a) (unauthorized practice 
of law).  The reasonableness of the decision to retain or contract with 
other lawyers outside the lawyer’s own firm will depend upon the 
circumstances, including the education, experience and reputation of the 
nonfirm lawyers; the nature of the services assigned to the nonfirm
lawyers; and the legal protections, professional conduct rules, and ethical 
environments of the jurisdictions in which the services will be performed, 
particularly relating to confidential information. 

SCR 20:1.1 Competency –
New Comment

SCR 20:1.1 Competency –
New Comment

6. When lawyers from more than one law firm are

providing legal services to the client on a particular

matter, the lawyers ordinarily should consult with each

other and the client about the scope of their respective

representations and the allocation of responsibility

among them. See Rule 1.2. When making allocations

of responsibility in a matter pending before a tribunal,

lawyers and parties may have additional obligations

that are a matter of law beyond the scope of these

Rules.

Scenario

Lawyer is a self‐confessed “techno‐phobe” and 
has never quite got along with all the “new‐
fangled” devices.  Lawyer will use cell phone and 
eventually learns to like some of the features, 
but lawyer has never bothered to learn some 
simple features, like the ability to lock with a 
passcode and never gives a thought about using 
free Wi‐Fi.
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SCR 20:1.6

(d) A lawyer shall make reasonable efforts to 
prevent the inadvertent or unauthorized 
disclosure of, or unauthorized access to, 
information relating to the representation of a 
client.

New Comment to SCR 20:1.6

Acting Competently to Preserve Confidentiality 

18] Paragraph (c) requires a A lawyer must to act competently to safeguard information relating 
to the representation of a client against unauthorized access by third parties and against 
inadvertent or unauthorized disclosure by the lawyer or other persons who are participating in 
the representation of the client or who are subject to the lawyer's supervision. See Rules 1.1, 5.1, 
and 5.3.  The unauthorized access to, or the inadvertent or unauthorized disclosure of,
information relating to the representation of a client does not constitute a violation of paragraph 
(c) if the lawyer has made reasonable efforts to prevent the access or disclosure.  Factors to be 
considered in determining the reasonableness of the lawyer’s efforts include, but are not limited 
to, the sensitivity of the information, the likelihood of disclosure if additional safeguards are not
employed,  the cost of employing additional safeguards, the difficulty of implementing the 
safeguards, and the extent to which the safeguards adversely affect the lawyer’s ability to 
represent clients (e.g., by making a device or important piece of software excessively difficult to 
use). A client may require the lawyer to implement special security measures not required by this 
Rule or may give informed consent to forgo security measures that would otherwise be required 
by this Rule. Whether a lawyer may be required to take additional steps to safeguard a client’s 
information in order to comply with other law, such as state and federal laws that govern data 
privacy or that impose notification requirements upon the loss of, or unauthorized access to, 
electronic information, is beyond the scope of these Rules.  For a lawyer’s duties when sharing
information with nonlawyers outside the lawyer’s own firm, see Rule 5.3, Comments [3]‐[4].

A Cybersecurity Checklist: 
7 Ways to Protect Data

October 2016 Wisconsin Lawyer  Tison H. Rhine & Aviva Meridian Kaiser

1) Use firewalls and secure your router.☐ If your router has a firewall, make sure it is turned on.☐ Enable one, and only one, software firewall.☐ Change the default username and password of your router.☐ Turn off Remote Access.☐ Use WPA2 encryption for Wi‐Fi.

2) Use anti‐malware software.☐Malware refers to all manner of nasty software, including viruses.☐ You absolutely should have anti‐malware software installed.☐Windows Defender is the absolute minimum.☐ Quality free versions are available, but may not be licensed for commercial use.☐ Don't install multiple antivirus products at once (but do get Malwarebytes).☐ Keep your security programs updated.

3) Always keep your operating systems and software up to date.☐ Set your systems and other software to automatically check for updates. ☐ Install updates immediately.☐ Contact Practice411 if you need assistance: (608) 250‐6012; (800) 444‐9404, ext. 6012; 
or trhine@wisbar.org.
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4) Use strong passwords to protect desktop computers, laptop computers, tablets, smart 
phones, and accounts from unauthorized access.
☐Weak passwords are not very secure. Use strong passwords or passphrases.
☐ Do not keep a list of your passwords near your computers or in an unsecured file.
☐ Use a password manager to more easily manage your online accounts.

5) Back up your data.
☐ You need backup. This is nonnegotiable.
☐ You want full backup and disaster recovery to be able to boot your entire system – not 
just to access files.
☐ It is a good idea to back up both locally and to the cloud.
☐Make backup easier with services such as CrashPlan, or use a commercial service.

6) Practice safe surfing.
☐ Consider browser extensions or add‐ons for additional security.
☐ Use a secure web connection, https://, whenever possible.
☐ Use a VPN connection, especially when traveling or using public Wi‐Fi.
☐ Consider an ad blocker to protect against malvertising.

7) Change behavior.
☐ Stop and think before you click on a link! 
☐ Check the legitimacy of websites.
☐ Know what you don't know.

Where else does 20:1.6(d) 
come into play

• Electronic information storage and 
transmission

• Education of clients

• Education of staff

• Portable devices

SCR 20:5.3 New ABA Comment

[3]  A lawyer may use nonlaywers outside the firm to assist the lawyer in rendering 
legal services to the client. Examples include the retention of an investigative or 
paraprofessional service, hiring a document management company to create and 
maintain a database for complex litigation, sending client documents to a third party 
for printing or scanning, and using an Internet‐base service to store client information. 
When using such services outside the firm, a lawyer must make reasonable efforts to 
ensure that the services are provided in a manner that is compatible with the lawyer’s 
professional obligations. The extent of this obligation will depend upon the 
circumstances, including the education, experience and reputation of the nonlawyer; 
the nature of the services involved; the terms of any arrangements concerning the 
protection of client information; and the legal and ethical environments of the 
jurisdictions in which the services will be performed, particularly with regard to 
confidentiality. See also Rules 1.1 (competence), 1.2 (allocation of authority), 1.4 
(communication with client), 1.6 (confidentiality), 5.4(a) (professional independence 
of the lawyer), and 5.5(a) (unauthorized practice of law). When retaining or directing a 
nonlawyer outside the firm, a lawyer should communicate directions appropriate 
under the circumstances to give reasonable assurance that the nonlawyer’s conduct is 
compatible with the professional obligations of the lawyer. 
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Scenario 

Lawyer meets with prospective client A in 
connection with a commercial real estate 
transaction.   When prospective client states 
who the opposing party is, Lawyer says “I 
represented opposing party a few years ago in 
acquiring that property.  Would you like me to 
see if he would sign a conflict waiver?”

Misconduct?

New SCR 20:1.6(c)(6)

(c) A lawyer may reveal information relating to the 

representation of a client to the extent the lawyer reasonably 
believes necessary: 

(6) to detect and resolve conflicts of interest, but only if the 
revealed information would not compromise the attorney‐client 
privilege or otherwise prejudice the client.

SCR 20:1.6 – New Comment [13]
Any such disclosure should ordinarily include no more than the 
identity of the persons and entities involved in a matter, a brief 
summary of the general issues involved, and information about 
whether the matter has terminated. Even this limited information, 
however, should be disclosed only to the extent reasonably necessary 
to detect and resolve conflicts of interest that might arise from the 
possible new relationship. Moreover, the disclosure of any information 
is prohibited if it would compromise the attorney‐client privilege or 
otherwise prejudice the client (e.g., the fact that a corporate client is 
seeking advice on a corporate takeover that has not been publicly 
announced; that a person has consulted a lawyer about the possibility 
of divorce before the person’s intentions are known to the person’s 
spouse; or that a person has consulted a lawyer about a criminal 
investigation that has not led to a public charge). Under those 
circumstances, paragraph (a) prohibits disclosure unless the client or 
former client gives informed consent.  A lawyer’s fiduciary duty to the 
lawyer’s firm may also govern a lawyer’s conduct when exploring an 
association with another firm and is beyond the scope of these Rules. 
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Scenario 

Lawyer receives e‐mail communication from opposing counsel, 
which relates to a proposed settlement.  Lawyer opens 
attachment, which is a Word document, and checks document 
for metadata.  Lawyer discovers copious notes that are clearly 
from opposing party revealing thoughts on settlement.  Lawyer 
carefully studies notes and then notifies opposing counsel that 
he has searched for and found metadata.  Opposing counsel 
threatens to disqualify lawyer from continued representation of 
client.

• Has Lawyer acted properly?

New SCR 20:4.4(c)

(c)A lawyer who receives a document or electronically stored information 
relating to the representation of the lawyer’s client and knows or reasonably 
should know that the document or electronically stored information contains 
information protected by the lawyer‐client privilege or the work product rule 
and has been disclosed to the lawyer inadvertently shall: 

(1) immediately terminate review or use of the document or electronically 
stored information; 

(2) promptly notify the person or the  person’s lawyer if communication with 
the person is prohibited by SCR 20:4.2 of the inadvertent disclosure; and 

(3) abide by that person’s or lawyer’s instructions with respect to disposition 
of the document or electronically stored information until obtaining a 
definitive ruling on the proper disposition from a court with appropriate 
jurisdiction. 

“Electronically stored information” is 
defined in ABA Comment [2]

. . . For purposes of this Rule, “document or 
electronically stored information” includes, in 
addition to paper documents, email or other 
forms of electronically stored information, 
including embedded data (commonly referred to 
as “metadata”), that is subject to being read or 
put into readable form. . . .
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SCR 20:4.4 Wisconsin 
Committee Comment

This Rule, unlike its Model Rule counterpart, contains paragraph 
(c), which specifically applies to information protected by the 
lawyer‐client privilege and the work product rule. If a lawyer 
knows that the document or electronically stored information 
contains information protected by the lawyer‐client privilege or 
the work product rule and has been disclosed to the lawyer 
inadvertently, then this Rule requires the lawyer to immediately 
terminate review or use of the document or electronically stored 
information, promptly notify the person or the  person’s lawyer 
if communication with the person is prohibited by SCR 20:4.2 of 
the inadvertent disclosure, and abide by that person’s or 
lawyer’s instructions with respect to disposition of the document 
or electronically stored information until obtaining a definitive 
ruling on the proper disposition from a court with appropriate 
jurisdiction.   

Scenario

Small Law Firm wants to hire Associate to add 
immigration law to services they offer.  Associate 
is only licensed in Minnesota, where she has 
been practicing immigration law for the last 
three years, but firm hires her and she begins 
representing clients while she waits to take bar 
exam.

Problem?

SCR 20:5.5 Multijurisdictional Practice

• (d) A lawyer admitted to practice in another United States 
jurisdiction or in a foreign jurisdiction, who is not disbarred 
or suspended from practice in any jurisdiction for 
disciplinary reasons or medical incapacity, may provide 
legal services through an office or other systematic and 
continuous presence in this jurisdiction that may provide 
legal services in this jurisdiction that: 

• are provided to the lawyer's employer or its organizational 
affiliates after compliance with SCR 10.03 (4) (f), and are 
not services for which the forum requires pro hac vice 
admission; or 

• are services that the lawyer is authorized to provide by 
federal law or other law or other rule of this jurisdiction. 
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Scenario ‐ variation

Assume Small Law Firm is organized as a limited 
liability entity. Firm hires Associate and she gets 
to work.

Problem?

SCR 20:5.7  Limited Liability Practice

(a)(1)  A lawyer may be a member of a law firm 
that is organized as a limited liability 
organization solely to render professional legal 
services under the laws of this state, including 
chs. 178 and 183 and subch. XIX of ch. 180. The 
lawyer may practice in or as a limited liability 
organization if the lawyer is otherwise licensed
authorized to practice law in this state and the 
organization is registered under sub. (b). 

Lawyer provides investment planning services and also 
provides elder law/estate planning services to clients.  New 
client comes in and wants just investment planning 
services. Lawyer provides client with written explanation 
that the investment advisor services are not part of the 
legal services provided by the lawyer.  Lawyer advertises 
investment advisor services separately from her advertising 
for estate planning services.

• Are the investment advisor services part of the lawyer’s 
law practice?

Scenario 
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The New SCR 20:5.8 Responsibilities 
Regarding Law‐Related Services

(a) A lawyer shall be subject to the Rules of Professional Conduct with respect to the 
provision of law‐related services, as defined in paragraph (b), if the law‐related 
services are provided:

(1) by the lawyer in circumstances that are not distinct from the lawyer's provision 
of legal services to clients; or

(2) in other circumstances by an entity controlled by the lawyer individually or with 
others if the lawyer fails to take reasonable measures to assure that a person 
obtaining the law‐related services knows that the services are not legal services and 
that the protections of the client‐lawyer relationship do not exist.

(b) The term "law‐related services" denotes services that might reasonably be 
performed in conjunction with and in substance are related to the provision of legal 
services, and that are not prohibited as unauthorized practice of law when provided 
by a nonlawyer.

SCR 20:5.8 ABA Comment

[2] Rule 5.7 applies to the provision of law‐related services by a lawyer even when the 
lawyer does not provide any legal services to the person for whom the law‐related 
services are performed and whether the law‐related services are performed through a 
law firm or a separate entity. The Rule identifies the circumstances in which all of the 
Rules of Professional Conduct apply to the provision of law‐related services. Even 
when those circumstances do not exist, however, the conduct of a lawyer involved in 
the provision of law‐related services is subject to those Rules that apply generally to 
lawyer conduct, regardless of whether the conduct involves the provision of legal 
services. See, e.g., Rule 8.4.

[3] When law‐related services are provided by a lawyer under circumstances that are 
not distinct from the lawyer's provision of legal services to clients, the lawyer in 
providing the law‐related services must adhere to the requirements of the Rules of 
Professional Conduct as provided in paragraph (a)(1). Even when the law‐related and 
legal services are provided in circumstances that are distinct from each other, for 
example through separate entities or different support staff within the law firm, the 
Rules of Professional Conduct apply to the lawyer as provided in paragraph (a)(2) 
unless the lawyer takes reasonable measures to assure that the recipient of the law‐
related services knows that the services are not legal services and that the protections 
of the client‐lawyer relationship do not apply.

What’s a “law‐related service?”

Examples of law‐related services include 
providing title insurance, financial planning, 
accounting, trust services, real estate 
counseling, legislative lobbying, economic 
analysis, social work, psychological counseling, 
tax preparation, and patent, medical or 
environmental consulting.
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Don’t forget…

When a client‐lawyer relationship exists with a 
person who is referred by a lawyer to a separate 
law‐related service entity controlled by the 
lawyer, individually or with others, the lawyer 
must comply with Rule 1.8(a).

SCR 20:1.8(a) Business Transactions 
with Clients

(a) A lawyer shall not enter into a business transaction with a client or knowingly 
acquire an ownership, possessory, security or other pecuniary interest adverse to 
a client unless: 

(1) the transaction and terms on which the lawyer acquires the interest are fair and 
reasonable to the client and are fully disclosed and transmitted in writing in a 
manner that can be reasonably understood by the client; 

(2) the client is advised in writing of the desirability of seeking and is given a
reasonable opportunity to seek the advice of independent legal counsel
on the transaction; and 

(3) the client gives informed consent, in a writing signed by the client, to the
essential terms of the transaction and the lawyer's role in the transaction, 
including whether the lawyer is representing the client in the transaction. 

Scenario 

Lawyer is contacted by Internet Company that proposes to 
provide internet advertising for lawyer.  Under advertising 
program, lawyer would pay a monthly fee to company called 
“Your Best Lawyer.”  Individuals can enter information on a form 
and send it to the company.  The company will respond to the e‐
mail communication with the name and contact information for 
the lawyer based upon the geographical region where the lawyer 
is located.  The individual contact the company indicating 
information regarding the legal problem and the company 
communicates that information to the lawyer and the lawyer 
pays a fee of $25 for the communication.

Does this comply with applicable Rules?
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New ABA Comment [5] to SCR 20:7.2

Paying Others to Recommend a Lawyer

[5] Except as permitted under paragraphs (b)(1)‐(b)(4), lawyers are not permitted to pay 
others for recommending the lawyer’s services or for channeling professional work in a 
manner that violates Rule 7.3. A communication contains a recommendation if it endorses 
or vouches for a lawyer’s credentials, abilities, competence, character, or other professional 
qualities. Paragraph (b)(1), however, allows a lawyer to pay for advertising and 
communications permitted by this Rule, including the costs of print directory listings, on‐
line directory listings, newspaper ads, television and radio airtime, domain‐name 
registrations, sponsorship fees, Internet‐based advertisements, and group advertising. A 
lawyer may compensate employees, agents and vendors who are engaged to provide 
marketing or client development services, such as publicists, public‐relations personnel, 
business‐development staff and website designers. Moreover, a lawyer may pay others for 
generating client leads, such as Internet‐based client leads, as long as the lead generator 
does not recommend the lawyer, any payment to the lead generator is consistent with 
Rules 1.5(e) (division of fees) and 5.4 (professional independence of the lawyer), and the 
lead generator’s communications are consistent with Rule 7.1 (communications concerning 
a lawyer’s services). To comply with Rule 7.1, a lawyer must not pay a lead generator that 
states, implies, or creates a reasonable impression that it is recommending the lawyer, is 
making the referral without payment from the lawyer, or has analyzed a person’s legal 
problems when determining which lawyer should receive the referral. See also Rule 5.3 
(duties of lawyers and law firms with respect to the conduct of nonlawyers); Rule 8.4(a) 
(duty to avoid violating the Rules through the acts of another).

What’s a “recommendation?”

ABA Comment [5]

“A communication contains a recommendation 
if it endorses or vouches for a lawyer’s 
credentials, abilities, competence, character, or 
other professional qualities.”

2014 Indiana Private Reprimand 
Summary

Indiana attorney, who is exclusive licensee for legal services offered in Indiana by 
Arizona motorcycle injury lawyers association, and who has exclusive right to use 
association's trademarked “Law Tigers” name and other marks in Indiana, engaged 
in attorney misconduct, in violation of Rule 7.1 and prior Rule 7.2(d) of Indiana 
Rules of Professional Conduct, as result of his affiliation with association's website, 
since rules in question prohibit misleading communications regarding statistical 
data, testimonials and information based on past performances, and website 
offers search function identifying attorney and his firm as exclusive “Law Tigers” 
source for legal services in Indiana, and features “settlements and verdicts” page 
showing examples of results by “Law Tigers” lawyers, with links to “client 
testimonials,” since average viewer would not differentiate between attorney and 
statements about “Law Tigers” on association's website, even though attorney's 
own website provides disclaimers regarding content of “Law Tigers” website, and 
since attorney thus is responsible for objectionable content on association's 
website; private reprimand is appropriate discipline in view of mitigating factors, 
including absence of prior disciplinary history, attorney's due diligence in 
attempting to determine whether his relationship with association would violate 
any professional conduct rule, and disclaimers on attorney's website.



6/6/2017

13

Scenario 

Lawyer hires marketing firm for advice with respect to expanding 
his practice. Marketers tell Lawyer to use mass texting service to 
reach prospective clients. Lawyer does so.   Lawyer’s colleague is 
concerned that firm is now engaged in a prohibited form of 
solicitation.  

Is Lawyer engaged in prohibited “real‐time electronic contact” 
with potential client?

SCR 20:7.3

(a) A lawyer shall not by in‐person or live telephone or real‐time 
electronic contact solicit professional employment from a 
prospective client when a significant motive for the lawyer's 
doing so is the lawyer's pecuniary gain, unless the person 
contacted:

(1) is a lawyer; or

(2) has a family, close personal or prior professional relationship 
with the lawyer.

ABA Comment [3] was amended to clarify that 
communications by email or other electronic means 

do not involve real‐time contact

[3] This potential for abuse inherent in direct in‐person, live 
telephone or real‐time electronic solicitation justifies its 
prohibition, particularly since lawyers have alternative means of 
conveying necessary information to those who may be in need of 
legal services. In particular, communications can be mailed or 
transmitted by email or other electronic means that do not 
involve real‐time contact and do not violate other laws 
governing solicitations. These forms of communications and 
solicitations make it possible for the public to be informed about 
the need for legal services, and about the qualifications of 
available lawyers and law firms, without subjecting the public to 
direct in‐person, telephone or real‐time electronic persuasion 
that may overwhelm a person’s judgment. 
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Overview of Trust Account Rule 
(effective July 1, 2016)

1. The transfer of the fee provisions from the former trust
account rule to the fee rule;

2. The revision of the recordkeeping requirements to provide
general standards in the trust account rule and to transfer
the detailed procedures from the rule to guidelines
published by OLR;

3. A rebuttable presumption that shifts the burden of proof to
the respondent upon a showing by OLR that the respondent
failed to promptly deliver trust or fiduciary property or failed
to provide records accounting for trust or fiduciary property;
and

4. The procedures providing for the use of electronic
transactions for trust and fiduciary account deposits and
disbursements.

The Four Significant Changes in the
“New and Improved SCR 20:1.15

The Lawyer’s Responsibility for the
Security of Each Transaction

Newly created SCR 20:1.15(f)(1) states:

(1) Security of transactions.  A lawyer is responsible for the 
security of each transaction in the lawyer’s trust account and 
shall not conduct or authorize transactions for which the 
lawyer does not have commercially reasonable security 
measures in place.  A lawyer shall establish and maintain 
safeguards to assure that each disbursement from a trust 
account has been authorized by the lawyer and that each 
disbursement is made to the appropriate payee.  Only a lawyer 
admitted to practice law in this jurisdiction or a person under the 
supervision of a lawyer having responsibility under SCR 20:5.3 
shall have signatory and transfer authority for a trust account.
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“Commercially Reasonable 
Security Measures”

Neither the Rule nor the Comment defines “commercially 
reasonable security measures.”  Mary Hoeft Smith, OLR Trust 
Account Program Administrator, provides the following guidance.

Lawyers will need to communicate with their financial institution 
as to what is “commercially reasonable” based upon the specific 
types of e‐banking that a lawyer plans to utilize.

It is very likely that security measures will evolve over time in 
response to the evolution of cyber threats and that minimum 
security requirements for the lawyer or law firm to follow will be 
identified in an agreement with the financial institution.

What are “commercially reasonable 
security measures”?

No definition in the Rule, but may include:

• 1) A dedicated computer for e‐banking that is not connected to the firm’s server that has software 

protection against malware, spyware, and viruses;

• 2) Education of lawyers and law firm staff on corporate account takeover, social engineering 

techniques, and other cyber threats; 

• 3) ACH Debit blocks;

• 4) ACH Positive pay;

• 5) Online review of account activity at least daily;

• 6) Security Tokens for two factor authentication (tokens are small hardware devices with a PIN 

number and a time sensitive code to conduct transactions);

• 7) Dual controls (two people must authorize a transfer); and

• 8) Creation of a contingency plan to mitigate and/or recover unauthorized transfers in the event of a 

cyberattack or corporate account takeover.

Lawyers should start with talking to their banks.

Electronic Banking

General rule prohibiting electronic transactions to and from a trust account: SCR 20:1.15(f)(3) 

Exceptions to the general rule: SCR 20:1.15(f)(3)a.‐ c. 

b. E‐Banking Trust Account a. Standard 
IOLTA 
account

c. Alternative to 
E‐Banking Trust 

Account

1. Maintain a primary IOLTA Account
2. Maintain a secondary, separate E‐Banking Account with 

commercially reasonable security
3. Hold lawyer’s funds to cover monthly account fees and fees 

deducted from deposits
4. Within 3 business days after deposit is available, transfer gross 

amount of that deposit to primary IOLTA account, business 
account or to another account if client so directs

5. Date, amount, payee, client matter and reason for disbursement 
must be recorded in financial institution’s e‐payment system

6. Shortfalls caused by fees, surcharges, ACH reversals, or 
chargebacks must be replaced by lawyer within 3 business days.

1. Maintain an IOLTA Account
2. Commercially reasonable security
3. Crime insurance policy
4. Arrange for financial institution and 

card issuers to have fees and 
surcharges deducted from business 
account or replace all funds withdrawn 
by financial institution and card 
issuers within 3 business days

Remote 
deposits and 
transfers from 
other trust 
accounts



6/6/2017

16

©2017 Ruder Ware, L.L.S.C. Accurate reproduction with acknowledgment 
granted.  All rights reserved.  

This document provides information of a general nature regarding legislative or 
other legal developments.  None of the information contained herein is intended 
as legal advice or opinion relative to specific matters, facts, situations, or issues, 
and additional facts and information or future developments may affect the 
subjects addressed.




